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Annex
Letter dated 28 August 2017 from the Panel of Experts established
pursuant to resolution 1874 (2009) addressed to the President of
the Security Council
The Panel of Experts established pursuant to resolution 1874 (2009) has the
honour to transmit herewith, in accordance with paragraph 2 of resolution 2345
(2017), the midterm report on its work.
The report was provided to the Security Council Committee established
pursuant to resolution 1718 (2006) on 4 August 2017 and was considered by the
Committee on 25 August 2017.
The Panel would appreciate it if the present letter and its enclosure were
brought to the attention of the members of the Security Council and issued as a
document of the Council.
(Signed) Hugh Griffiths
Coordinator
Panel of Experts established pursuant to
Security Council resolution 1874 (2009)
(Signed) Benoit Camguilhem
Expert
(Signed) Dmitry Kiku
Expert
(Signed) Stephanie Kleine-Ahlbrandt
Expert
(Signed) Maiko Takeuchi
Expert
(Signed) Neil Watts
Expert
(Signed) Jong Kwon Youn
Expert
(Signed) Jiahu Zong
Expert
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Letter dated 4 August 2017 from the Panel of Experts established
pursuant to resolution 1874 (2009) addressed to the Chair of the
Security Council Committee established pursuant to resolution
1718 (2006)
The Panel of Experts established pursuant to Security Council resolution 1874
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Security Council resolution 2345 (2017), the midterm report on its work.
The Panel would appreciate it if the present letter and the report were brought
to the attention of the members of the Security Council Committee established
pursuant to resolution 1718 (2006).
(Signed) Hugh Griffiths
Coordinator
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(Signed) Dmitry Kiku
Expert
(Signed) Stephanie Kleine-Ahlbrandt
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(Signed) Maiko Takeuchi
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(Signed) Neil Watts
Expert
(Signed) Jong Kwon Youn
Expert
(Signed) Jiahu Zong
Expert

17-13447

3/111

S/2017/742

Midterm report of the Panel of Experts established
pursuant to resolution 1874 (2009)
Summary
The Democratic People’s Republic of Korea has made significant technological
advances in its weapons of mass destruction capability in defiance of the most
comprehensive and targeted sanctions regime in United Nations history. Following
two nuclear tests in 2016 which led to the adoption of resolutions 2270 (2016) and
2321 (2016), the country has greatly accelerated its ballistic missile testing schedule
with as many as 14 launches in 2017, including two reported intercontinental
ballistic missile launches. The country also continues to flout the arms embargo and
robust financial and sectoral sanctions, showing that as the sanctions regime
expands, so does the scope of evasion. For the first time in the history of the
sanctions regime against the country, the use of a chemical warfare agent was
reported by Malaysia, which accused the Democratic People’s Republic of Korea of
using VX in the February 2017 assassination of Kim Jong Nam, reported to be Kim
Jong Un’s half-brother, in Kuala Lumpur.
In 2017, the Democratic People’s Republic of Korea tested new ballistic missile
systems showing significant progress in diversification of systems, range, and a
shortened time span between unveiling and testing new missiles. The country is
reportedly continuing prohibited nuclear activities with weapons -grade fissile
material production at Yongbyon and construction and maintenance at Punggye -ri.
The Panel also continues to investigate the widespread presence of nationals of the
Democratic People’s Republic of Korea in Africa and the Middle East, particularly in
the Syrian Arab Republic, acting on behalf of or at the direction of designated
entities, including their involvement in prohibited activities such as trade in surface to-air missile systems.
The Democratic People’s Republic of Korea continues to violate the financial
sanctions by stationing agents abroad to execute financial transactions on behalf of
national entities. Financial institutions in numerous Member States wittingly and
unwittingly have provided correspondent banking services to front companies and
individuals of the Democratic People’s Republic of Korea engaged in prohibited
activities. Moreover, foreign companies maintain links with financial institutions of
the country established as subsidiaries or joint ventures in violation of the
resolutions. Involvement of diplomatic personnel of the Democratic People’s
Republic of Korea in commercial activities and the leasing of embassy property
generate substantial revenue and are aided by multiple deceptive financial practices.
These illicit financial activities benefit from the lack of appropriate domestic legal
and regulatory frameworks which would give effect to the resolutions, including in
many States in Asia.
The Democratic People’s Republic of Korea continued to violate sectoral
sanctions through the export of almost all of the commodities prohibited in the
resolutions, generating at least $270 million in revenue during the reporting period.
Following China’s suspension of coal imports from the country in February 2017, the
Democratic People’s Republic of Korea has been rerouting coal to other Member
States including Malaysia and Viet Nam, and has shipped coal through third
countries. The Panel’s investigations reveal that the country is deliberately using
indirect channels to export prohibited commodities, evading sanctions.
The Democratic People’s Republic of Korea, led by its Maritime
Administration Bureau, continued to hone its evasion tactics as Member States took
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action to reduce the number of the country’s vessels under foreign flags. This has
also led to an increase of Democratic People’s Republic of Korea -flagged vessels,
many of which are formally owned or operated by foreign companies in violation of
the resolutions.
Despite an increased rate of Member States’ submission of national
implementation reports to the Security Council, the actual implementation of the
sanctions lags far behind what is necessary to achieve the core goal of
denuclearization. The pursuit of nuclear and ballistic missile programmes by the
Democratic People’s Republic of Korea appears likely to continue at a rapid pace,
judging by Kim Jong Un’s statements, including his 2017 New Year’s address in
which he claimed that “in 2016 the Democratic People’s Republic of Korea achieved
the status of a nuclear power, … conducted the first H -bomb test, test-firing of
various means of strike and nuclear warhead test” and “entered the final stage of
preparation for the test launch of intercontinental ballistic missile”. Lax enforcement
of the sanctions regime coupled with the country’s evolving evasion techniques are
undermining the goals of the resolutions that the Democratic People’s Republic of
Korea abandon all weapons of mass destruction and cease all related programmes
and activities.
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Glossary
The following words and phrases are used in this report with the following
specific meanings:
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“The country”

The Democratic People’s Republic of Korea

“The Committee”

The Security Council Committee established pursuant to
resolution 1718 (2006)

“The resolutions”

Security Council resolutions 1718 (2006), 1874 (2009),
2087 (2013), 2094 (2013), 2270 (2016), 2321 (2016) and
2356 (2017)

“The Panel”

The Panel of Experts established pursuant to resolution
1874 (2009)

“The sanctions”

The measures set out in the resolutions

“The sanctions list”

The list established and maintained by the Committee
pursuant to resolution 1718 (2006) with respect to
individuals, entities, groups or undertakings

“Interdiction”

The inspection, seizure and disposal of cargo as defined
by paragraphs 11 to 14 of resolution 1874 (2009),
paragraph 8 of resolution 2087 (2013), paragraph 16 of
resolution 2094 (2013)

“Designate/Designation”

Action taken by the Security Council or the Committee
under paragraphs 8 (d) and 8 (e) of resolution 1718
(2006) (as amended by subsequent resolutions, including
paragraph 27 of resolution 2094 (2013)) against
individuals or entities (assets freeze and/or travel ban)

“tons”

Metric tons
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I. Introduction
1.
In paragraph 43 of resolution 2321 (2016) the Security Council requested the
Panel to include findings and recommendations in its midterm reports, beginning
with the midterm report due to be submitted to the Committee by no later than
5 August 2017. This report covers the period from 2 February to 5 August 2017. 1

II. Reports by Member States
National implementation reports
2.
The submission rate of national implementation reports under resolut ions 2270
(2016) and 2321 (2016) has been steadily increasing. The number of reports
submitted under resolution 2321 (2016) shows the highest submission rate so far —
78 compared with the submission rate over the same period following the adoption
of the previous resolutions (figure I). The submission of national implementation
reports on resolution 2321 (2016) varies significantly from region to region, as in
the case of previous resolutions (figure II). Member States continued to submit
reports on resolution 2270 (2016) and previous resolutions. 2 Despite the increased
number of Member States reporting on resolutions 2270 (2016) and 2321 (2016) as
compared to previous resolutions, the Panel notes that the number of non -reporting
States (95 and 114 respectively) still remains significant (see annexes 2 and 3).
Figure I
National implementation reports submitted eight months after the adoption of
each resolution

Source: The Panel.

__________________
1

2
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Persistent hacking attempts against the Panel during the reporting period hampered the ability of
the Panel to report on the implementation of sanctions according to its mandate. The Panel
continues to gather information on this matter.
During the reporting period, 21 Member States submitted reports under resolution 2270 (2016)
bringing the total to 97 (see annex 1).
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3.
Following the adoption of resolution 2321 (2016) the Panel participated in
regional outreach activities in New York and the Asia-Pacific region aimed at
promoting effective implementation by Member States. Six months after the
adoption of resolution 2321 (2016), reminders were sent to 128 non-reporting
Member States to encourage reporting on the basis of the updated guidelines on the
preparation and submission of national implementation reports. Particular attention
was paid to Security Council members and co-sponsors of the resolution to invite
them to lead by example.
4.
The Panel notes some improvement in quality of a few reports, with a number
of them including specific measures taken by Member States such as the reduction
of staff at diplomatic missions of the Democratic People’s Republic of Korea,
limiting the number of bank accounts to one per diplomatic mission or prohibiting
the country from using real property that it owns or leases in their territory for any
purpose other than diplomatic or consular activities.
5.
The Panel also notes with concern that the Democratic People’s Republic of
Korea has repeatedly denied the legitimacy of Security Council resolutions,
including in its 6 March 2017 statement in response to the Panel’s 2017 final repor t,
asserting that the resolutions have “no legal basis at all”.
Figure II
Overview of reporting under resolution 2321 (2016) by region

Source: The Panel.

Recommendation
6.
The Panel recommends Member States to incorporate the relevant
provisions of resolutions 1718 (2006), 1874 (2009), 2087 (2013), 2094 (2013),
2270 (2016), 2321 (2016) and 2356 (2017) into their domestic legislation.
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III. Continuing violations by the Democratic People’s Republic
of Korea of its obligation to abandon ballistic missile,
nuclear and other weapons of mass destruction programmes
A.

Recent activities related to the ballistic missile programme
Ballistic missile launches
7.
Between February and July 2017, the Democratic People’s Republic of Korea
displayed and tested new ballistic missiles as well as a new engine, representing a
significant expansion and diversification of its programmes (table 1). These new
systems will allow the country to achieve greater range, responsiveness, reliability
and penetrating capabilities. In a highly significant milestone in its ballistic missile
programme, the country announced two successful tests of an intercontinental
ballistic missile (ICBM) for the first time, on 4 July and 28 July 2017. 3
Table 1
Launches of ballistic missile or system using ballistic missile technology by the Democratic
People’s Republic of Korea in 2017
Type

Number

Reported launch location

Distance travelled
(kilometres)

Remark

12 February

Pukguksong-2

1

Kusong

500

6 March

Scud variant (extended range)

4

Sohae

22 March

Unconfirmed (possibly Hwasong-10)

1

Wonsan area

5 April

Unconfirmed

1

Sinpo area

60

16 April

Unconfirmed (possibly Hwasong-12)

1

Sinpo area

–

Failure

29 April

Unconfirmed (possibly Hwasong-12)

1

Bukchang

–

Failure

14 May

Hwasong-12

1

Kusong area

790

21 May

Pukguksong-2

1

Pukchang

500

29 May

Scud variant (manoeuvring warhead)

1

Wonsan area

450

4 July

Hwasong-14

1

Panghyon area

930

28 July

Hwasong-14

1

Mupyong-ni

1 000
–

Failure

1 000

8.
On 15 April 2017, the Democratic People’s Republic of Korea paraded a total
of seven ballistic missile systems including three which had never been paraded
before: a Scud variant with fins on the warhead, a two -stage solid-fuel missile
(Pukguksong-2 also known as KN-15), and a single-stage liquid fuel missile
(Hwasong-12 also known as KN-17). These three missiles were successfully tested
within two months (see figure III and paragraphs below).

__________________
3
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The Panel utilizes the following classification: SRBM = range below 1,000 km; MRBM =
1,000-3,000 km; IRBM = 3,000-5,500 km; ICBM = 5,500 km or more.
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Figure III
New ballistic missile systems paraded on 15 April 2017: Scud variant (upper
left), Pukguksong-2 in its canister (upper right) and Hwasong-12 (bottom)

Source: Korean Central Television (KCTV).

9.
Two large launch canisters were also paraded. These could host entirely new
multi-stage solid-fuel ballistic missiles including one with a diameter of around 2 m
(figure IV).
Figure IV
Systems using large canisters

Source: KCTV.

10. On 12 February and 21 May 2017, the Democratic People’s Republic of Korea
tested the Pukguksong-2 ballistic missile. While this system has the appearance of a
land-based version of the Pukguksong-1 (it uses the same cold launch ejection
system and has the same diameter of 1.5 m), it is slightly longer and has a different
10/111
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warhead section indicating diversification in the solid-fuel ballistic missiles (see
annex 4). According to a Member State, Pukguksong-2 has a range of 2,500 km
(assuming a payload of 650 kg) making it a medium range ballistic missile
(MRBM). Importantly, the missile is mounted on a tracked transporte r-erectorlauncher (TEL). The combination of solid fuel and tracked TEL will allow the
country to operate this system both rapidly and across various types of terrain. The
Pukguksong-1 and -2 show the ascendancy of solid-fuel engines in the
modernization of the country’s ballistic missile forces. This is also reinforced by the
modifications and constructions experienced by an industrial area near the solid -fuel
engine test site of Hamhung which could be linked to a solid -fuel production plant
(see annex 5).
11. On 14 May, the Democratic People’s Republic of Korea tested a missile named
Hwasong-12 on a lofted trajectory with an announced range of 787 km and an
apogee of 2,111 km. According to a Member State, the Hwasong -12 could have a
range of 4,500 km (assuming a payload of 750 kg) making it an intermediate range
ballistic missile (IRBM).
12. Four missiles were launched simultaneously on 6 March and a Scud version
with a manoeuvring re-entry vehicle was launched on 29 May. This clearly indicates
how the Democratic People’s Republic of Korea intends to defeat ballistic missile
defence: either through saturation (6 March test) or through improved extended air
defence penetration capabilities (29 May).
13. On 4 July, the country tested the Hwasong-14, described as an ICBM, on a
lofted trajectory with an announced distance travelled of 933 km and an apogee of
2,802 km (figure V). 4 The announced flight time was 39 minutes. 5 The test launch
was performed by the Academy of Defense Science, which is likely an alias of the
Academy of National Defense Science, an entity designated under resolution 2270
(2016). The Hwasong-14 appears to be a two-stage liquid-fuelled system. The Panel
will investigate the technical characteristics of the missile, in particular its
commonalities with the Hwasong-12. According to a Member State the Hwasong-14
could have a range of between 7,000 and 8,000 km, making it an ICBM class
missile. 6

__________________
4

5

6
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“Kim Jong Un supervises test-launch of Inter-continental Ballistic Rocket Hwasong-14”, Korean
Central News Agency, 5 July 2017. The Japanese Ministry of Defense confirmed a range of
around 900 km and an apogee of more than 2,500 km.
This is consistent with the Japanese Ministry of Defense press statement of 4 July: approximately
40 minutes. At the Security Council meeting of 5 July, the Assistant Secretary-General for
Political Affairs, Miroslav Jenca, said that “according to these parameters the missile would have
a range of roughly 6,700 km if launched on a more typical trajectory”.
Minister of Defense of the Republic of Korea, Republic of Korea National Assembly Defense
Committee meeting, 5 July 2017 (the payload mass was not specified). The launch of 4 July
triggered an emergency meeting of the Security Council during which the class of the
Hwasong-14 was described as an ICBM by the United States and as an IRBM by the Russian
Federation. In a letter to the Committee dated 31 July, the United States stated that, according to
its data the missile reached an apogee of 2,800 km, travelled a distance of 900 km and had a
flight time of 38 minutes. The Russian Federation informed the Security Council on 8 July that
the missile had flown 510 km, reached an apogee of 535 km and that the flight time was
approximately 14 minutes (see S/2017/588).
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Figure V
ICBM launch of 4 July 2017

Source: Rodong Sinmun.

14. On 28 July the Democratic People’s Republic of Korea launched a second
Hwasong-14 ICBM with an announced distance travelled of 998 km, an apogee of
3,725 km and a flight time of 47 minutes. Shortly after the missile fell into i ts
exclusive economic zone, Japan assessed its flight time to be around 45 minutes.
The Republic of Korea assessed the apogee to be 3,700 km and the distance
travelled to be 1,000 km. 7 The parameters of the flight announced by the
Democratic People’s Republic of Korea indicate that the missile tested on 28 July
was an improved version of the missile tested on 4 July. The Panel is investigating
the increased range of this improved version of the Hwasong -14.
15. Jon Il Ho and Jong Sung Il were seen closely accompanying Kim Jong Un
during his supervision of several ballistic missile launches in 2017, including of the
two ICBMs. According to a Member State, they are both Vice -Directors of the
Munitions Industry Department.
Recommendation
16. Therefore, in addition to recalling the Panel’s previous recommendation
to designate key individuals involved in the nuclear and ballistic missile
programmes of the Democratic People’s Republic of Korea including Ri Pyong
Chol, Hong Sung Mu. Hong Yong Chil, Kim Jong Sik and Kim Rak Gyom, 8 the
Panel further recommends Jon Il Ho and Jong Sung Il for designation given
their involvement in the nuclear and ballistic missile programmes.

B.

Recent activities related to the nuclear programme
17. The Yongbyon nuclear complex, Punggye-ri nuclear test site and Pyongsan
uranium mine remained active. The 5 MW (e) reactor has been in operation since

__________________
7

8
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The launch was detected by the United States Department of Defense and the missile was
characterized as an ICBM with a horizontal distance travelled of 1,000 km. The Russian Ministry
of Defense assessed the apogee to be 681 km with a horizontal distanc e travelled of 732 km and
the missile to be an IRBM.
See S/2017/150, para. 55.
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December 2015. According to a Member State, on at least one occasion in 2017, hot
water was discharged through the drainage channel of the light water reactor,
suggesting a possible test of the cooling water system of the reactor. The Panel is
monitoring the operational status of other facilities within the Yongbyon complex.
18. Satellite imagery indicates construction and maintenance activities at
Punggye-ri Main Support Area and Command Center as well as excavation and
pumping at the Portals.

C.

Other existing weapons of mass destruction programmes
19. Malaysia reported to the Organisation for the Prohibition of Chemical
Weapons (OPCW) the use of a chemical warfare agent, VX, to assassinate a national
of the Democratic People’s Republic of Korea 9 in Kuala Lumpur International
Airport on 13 February 2017. 10 The Malaysian authorities confirmed his identity as
Kim Jong Nam, widely reported in the media as the half-brother of the leader of the
Democratic People’s Republic of Korea, Kim Jong Un.
20. The Security Council decided in paragraph 24 of resolution 2270 (2016) that
the Democratic People’s Republic of Korea “shall abandon all chemical and
biological weapons and weapons-related programmes” and called upon the country
to accede to the Chemical Weapons Convention and immediately comply with its
provisions. In paragraph 37 of resolution 2321 (2016), the Council reaffirmed that
resolution 1540 (2004) “obligates all States to take and enforce effective mea sures
to establish domestic controls to prevent the proliferation of nuclear, chemical, or
biological weapons and their means of delivery, including by establishing
appropriate controls over related materials”.
21. At the meeting of OPCW, Malaysia reiterated its compliance with the
Chemical Weapons Convention and strongly condemned the use of VX. The
Executive Council of OPCW decided that the OPCW Director General should
provide technical assistance upon Malaysia’s request and underlined the importance
that the Council attached to receiving and considering the official results once
Malaysia completed its investigation. 11 The Panel continues to investigate this
matter.

IV. Embargoes, designated entities and individuals
22. The Panel continued its investigations into violations of the arms embargo and
activities of entities and individuals of the Democratic People’s Republic of Korea
designated by the United Nations for trade in conventional arms and ballistic
missile-related items, particularly in Africa and the Middle East.

__________________
9

10

11
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Kim Jong Nam was carrying a diplomatic passport of the Democratic People’s Republic of Korea
issued under the name “Kim Chol”.
Statement by Malaysia at the 84th session of the Executive Council of the Organisation for the
Prohibition of Chemical Weapons (OPCW), 7 March 2017. On 24 February, Malaysia’s
Chemistry Department issued a preliminary report which found Ethyl
N-2-Diisopropylaminoethyl Methylphosphonothiolate (commonly known as VX nerve agent), a
chemical weapon under Schedule I of the Chemical Weapons Convention , on Kim’s face. The
Malaysian police arrested and put on trial an Indonesian and a Vietnamese suspec t. INTERPOL
issued Red Notices for four suspects from the Democratic People’s Republic of Korea on murder
charges on 16 March 2017, following Malaysia’s request (see annex 6).
Decision of the OPCW Executive Council of 9 March 2017 (EC-84/DEC.8).
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Angola
23. The Panel continued its investigation into the training of the Angolan
presidential guard and other units by personnel from the Democratic People’s
Republic of Korea as well as the country’s diplomats accredited in Angola working
on behalf of Green Pine Corporation, including Mr. Kim Hyok Chan and Mr. Jon
Chol Young. Mr. Kim has served as the Green Pine Corporation representative
responsible for the refurbishment by the Democratic People’s Republic of Korea of
Angolan naval vessels in violation of the resolutions and Mr. Kim and Mr. Jon have
travelled from Angola to Sri Lanka in a failed attempt to sell naval vessels. 12 Angola
has yet to reply to the Panel’s enquiries.
Democratic Republic of the Congo
24. The Panel continued its investigation into the military training by the
Democratic People’s Republic of Korea of the Presidential Guard of the Democratic
Republic of the Congo, as well as its provision of 9 -mm firearms to the Presidential
Guard and special units of the police, some of which were deployed to the United
Nations Multidimensional Integrated Stabilization Mission in the Central African
Republic. 13 The Democratic Republic of the Congo has yet to respond to the Panel’s
enquiries.
Eritrea
25. The Panel continued its investigation into the interdiction of a shipment to
Eritrea of arms and related materiel from Glocom. 14 Eritrea continues to fail to
provide substantive information to the Panel’s enquiries on this case (see annex 7),
which are part of a series on arms cooperation between the Democratic People’s
Republic of Korea and various States. 15
Mozambique
26. The Panel continued its investigation into the reported supply of man -portable
air defence systems, surface-to-air missiles and radar to Mozambique involving
Haegeumgang Trading Corporation (a.k.a. Haegumgang) and the Mozambique
Government-controlled company “Monte Binga”. 16 Mozambique has yet to provide
a substantive reply to the Panel’s enquiries. Haegeumgang has been reported by two
Member States as active in Mozambique and the neighbouring United Republic of
Tanzania. One Member State specified that Haegeumgang had provided the same
surface-to-air missile systems to both Mozambique and the United Republic of
Tanzania (see para. 29).
Namibia
27. The Panel continued its investigation into the activities of the Mansudae
Overseas Project Group in Namibia, which the Panel previously recommended for
designation for evasion of sanctions and activities on behalf of the Korea Mining
Development Trading Corporation (KOMID). 17 The Panel is currently investigating
entities involved in the construction of the new headquarters for the National
Central Intelligence Service as well a munitions factory constructed by Mansudae
and KOMID. Namibia has yet to respond.
__________________
12
13
14
15
16
17
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See S/2017/150, paras. 103, 120, 207 and 208.
Ibid., paras. 104-105.
Ibid., paras. 72-87.
Ibid.
Ibid., paras. 101-102.
Ibid., paras. 110-118.
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Syrian Arab Republic
28. The Panel is investigating reported prohibited chemical, ballistic missile and
conventional arms cooperation between the Syrian Arab Republic and the
Democratic People’s Republic of Korea including activities on S yrian Scud missile
programmes and maintenance and repair of Syrian surface -to-air missile air defence
systems. The Panel is also continuing its investigation of designated entities of the
Democratic People’s Republic of Korea in the Syrian Arab Republic an d the
continuing presence of designated nationals of the Democratic People’s Republic of
Korea as KOMID representatives in the Syrian Arab Republic. Two Member States
interdicted shipments destined for the Syrian Arab Republic. Another Member State
informed the Panel that it had reasons to believe that the goods were part of a
KOMID contract with the Syrian Arab Republic. The consignees were Syrian
entities designated by the European Union and the United States as front companies
for the Syrian Arab Republic Scientific Studies and Research Centre, a Syrian entity
identified by the Panel as cooperating with KOMID in previous prohibited item
transfers. The Centre was reported by Member States as the entity responsible for
the Syrian Arab Republic chemical weapons programme. The Syrian Arab Republic
has yet to respond to the Panel’s enquiries.
Uganda
29. The Panel continued its investigation into the provision by the Democratic
People’s Republic of Korea of training to the Ugandan military and police forces, in
particular the Ugandan air force, 18 as well as the activities of a United Nationsdesignated KOMID representative who had previously travelled to Uganda from the
Syrian Arab Republic, 19 Ryu Jin. The Panel is also investigating the role of the
office of the military attaché in the embassy of the Democratic People’s Republic of
Korea in Kampala. 20 Uganda has yet to respond to the Panel’s enquiries.
United Republic of Tanzania
30. The Panel is investigating information by a Member State that the
Haegeumgang Trading Corporation (a.k.a. Haegumgang) of the Democratic People’s
Republic of Korea is repairing and upgrading the surface -to-air missile Pechora
(S-125) systems of the United Republic of Tanzania. The latter is also reportedly
repairing and upgrading its P-12 air defence radar. The total value of the prohibited
military-related contracts between the United Republic of Tanzania and the
Democratic People’s Republic of Korea was reported as €10.49 million. The United
Republic of Tanzania has yet to respond to the Panel’s enquiries.
Mansudae and KOMID
31. The Panel continued its investigations into the activities of the Mansudae
Overseas Project Group and its relationship to the United Nations -designated entity
KOMID, which the Panel has recommended for designation. 21 With regard to
Mansudae activities in a number of African Member States including Angola, Benin,
Botswana, Mali, Mozambique, Namibia and Zimbabwe, the Panel has written to
these countries requesting information on the entity’s activities including the
provision of statues. 22
__________________
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Unmanned aerial vehicle wreckage
32. Another crashed unmanned aerial vehicle of the Democratic People’s Republic
of Korea was retrieved in Inje County, Republic of Korea, on 9 June 2017. This
unmanned aerial vehicle is very similar to that found on Baengnyeong -Do Island in
2014. 23 An initial investigation determined that the vehicle was engaged in
reconnaissance activities of a military facility and contained components of the
same origin. The Panel is continuing its investigation.
Vehicles observed at the military parade in April 2017
33. The Panel investigated vehicles displayed at the military parade held on
15 April 2017 at Kim Il Sung Square in Pyongyang. The Panel obtained a video and
photographs of the trucks used to transport the Pukguksong-1. The trucks carried the
“Sinotruk” logo on the fuel tank (figure VI) and shared some identical features with
the Sinotruk Howo 6x6 series trucks shown at the 10 October 2015 military parade
(figure VII). In its reply to the Panel, China noted in its investigation that the
Chinese manufacturer exported civilian all-wheel-drive trucks with three axles to
the Democratic People’s Republic of Korea from 2010 to 2014, pointing out that the
trucks were “not under embargo of the Security Council” and it was not able to
identify the exporter of the trucks or their manufacturer due to the lack of “Vehicle
Identification Number and other relevant information”. China noted that the sales
contract requested explicitly “the buyer to ensure the civilian use of the trucks and
comply with concerned provisions of Chinese laws and Security Council
resolutions” (see annex 8).
Figure VI
Trucks modified for military use

Source: Associated Press.
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Figure VII
Comparison of modified vehicles paraded in 2017 (left) and 2015 (right)

Source: KCTV.

Recommendations
34. The Panel recalls and reaffirms its recommendation to Member States on
enhanced vigilance over the export of commercial vehicles that could be
converted for military use. 24
35. The Panel recommends that the Committee update the existing list of
designated individuals and entities by adding information as follows:
Korea Daesong General Trading Corporation as an a.k.a. to KPe.042:
A.k.a. “Korea Daesong Trading Company No. 11”
Address: Potonggang District, Pyongyang, Democratic People’s Republic
of Korea
Tel.: +850-2-18111-8208; fax: +850-2-381-4432; email: daesong@starco.net.kp
Figure VIII
Comparison of information for Korea Daesong Trading Company No. 11 and
Korea Daesong General Trading Corporation

Source: Extract from Foreign Trade magazine of the Democratic People’s Republic of Korea (No. 2, April 2016)
and the sanctions list.

__________________
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36. The Panel recommends that the Committee update the existing list of
designated individuals and entities by adding information as follows:
Korea Kumsan Trading Corporation as an a.k.a. to KPe.044: 25
Address: Haeun 2-dong, Pyogchon District, Pyongyang City/
Mangyongdae District, Pyongyang, Democratic People’s Republic of
Korea
Tel.: +850-2-18111-8550; fax: +850-2-381-4410/4416; email: mhs-ip@starco.net.kp

V. Maritime transportation
37. A number of Member States have taken action to de-register foreign-flagged,
Democratic People’s Republic of Korea-controlled vessels on the basis of the
resolutions and while the number of foreign-flagged vessels of the Democratic
People’s Republic of Korea has been dramatically reduced, there has a been a
corresponding increase in the number of vessels registered under the country’s flag.
Violations since the adoption of resolution 2270 (2016)
38. As a result of action by Member States, since 2 March 2016, the Democratic
People’s Republic of Korea registered nearly 70 vessels to its flag registry — a 44
per cent expansion over 18 months — in collusion with more than 45 foreign
companies, in violation of the resolution. 26 Twenty-nine vessels have been
registered with the flag registry of the Democratic People’s Republic of Korea. In
violation of paragraph 20, 13 were registered with foreign ownership and/or
operators and 17 transferred from foreign companies. Three foreign-owned and
operated vessels were deleted from the register following Panel action. Many
vessels have also been moved from the country’s international trading fleet to its
“domestic fleet” — an unusual arrangement given that the country’s ports straddle
two coasts making voyages through international waters unavoidable (figure IX).
Notably, 18 of the 21 remaining designated vessels associated with the Ocean
Maritime Management Company, Ltd. (OMM) have been transferred to the
“domestic fleet” since the adoption of resolution 2270 (2016). 27 In addition to
evasion of the resolutions, the use of the domestic fleet category could enable the
Democratic People’s Republic of Korea to conceal critical vessel recognition data
and circumvent international maritime law.
Violations since the adoption of resolution 2321 (2016)
39. Since 30 November 2016, 38 more vessels have been registered with th e flag
of the Democratic People’s Republic of Korea. In violation of paragraph 9 of
resolution 2321 (2016), 13 vessels have been registered as foreign owned or
operated and 23 transferred from non-Democratic People’s Republic of Korea
companies. At least 10 falsely reported the Fijian flag indicating evasion, which
Fijian authorities are investigating. At least four other vessels under the Cambodian
flag attempted to register under another foreign flag but reverted to the flag of the
Democratic People’s Republic of Korea following “registration disputes” relating to
falsified documentation.

__________________
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Figure IX
Democratic People’s Republic of Korea flag additions after the adoption of resolutions
2270 (2016) and 2321 (2016)

Source: IHS Maritime.

40. Since the Panel informed 50 companies of the violations, 12 have delisted
their vessels from the flag registry of the Democratic People’s Republic of Korea,
leaving 38 violating the resolutions. 28 With regard to company registration, the
Panel observed an evasion trend whereby foreign companies list a “care of”
Democratic People’s Republic of Korea company in their address — in reality a
front company. The Panel is waiting for replies from the relevant Member States.
Recommendations
41. Member States should be vigilant regarding the ownership, management
or operation of Democratic People’s Republic of Korea-flagged vessels by their
nationals, including the use of front companies to circumvent the resolutions.
Upon receiving notification from the Panel of a violation, and where the
relevant company does not cooperate, Member States should take measures to
terminate sanctions evasion (such as striking off companies from their registry)
and inform the Committee.
42. Given that almost all vessels controlled by the Democratic People’s
Republic of Korea are purchased second hand, the Panel recommends that the
prohibition contained in paragraph 30 of resolution 2321 (2016) on the sale,
supply or transfer to the Democratic People’s Republic of Korea of new vessels
should be expanded to include the acquisition of all vessels.
Complicity of the Maritime Administration of the Democratic People’s
Republic of Korea in sanctions evasion
43. Since the interdiction of the Chong Chon Gang in Panama in July 2013, the
country’s Maritime Administration, also known as the Maritime Administration
Bureau, has served as a sanctions evasion enabler for the maritime fleet of the
__________________
28
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Democratic People’s Republic of Korea as documented through numerous incidents
included in every one of the Panel’s reports since 2014.
Renaming and registering assets of a designated entity
44. In its 2016 and 2017 reports, the Panel documented how the Maritime
Administration registered numerous iterations of identities for designated OMM
vessels, including new names, Maritime Mobile Service identity numb ers, call
signs, and associated companies. 29 This renaming and re-registration of OMMcontrolled vessels was also an attempt to evade sanctions, including the Democratic
People’s Republic of Korea companies newly registered for this purpose. 30
Certification for vessels and crew violating multiple United Nations resolutions
45. The Panel documented in its 2015 report how the administration certified
altered Protection & Indemnity Association insurance certificates for the Mu Du
Bong seized by Mexico. 31 The Panel also recalled that the vessel Morning Glory, a
tanker carrying an illicit oil shipment from Libya intercepted near Cyprus in 2014,
was using the Democratic People’s Republic of Korea as a flag of convenience —
the Maritime Administration had contracted with Egypt-based Golden East Logistics
for the temporary use of its flag. 32 More recently, the vessel Jie Shun interdicted in
August 2016 sailed under a Cambodian flag with a captain from the Democratic
People’s Republic of Korea and 22 crew certified b y the Maritime Administration. 33
Since the adoption of resolution 2321 (2016) the Panel has identified at least four
such crews operating foreign-flagged vessels in violation of paragraph 23 — the
Panel awaits replies from the relevant Member States.
Falsification of vessel identity and documentation
46. The Panel’s 2017 report identified eight designated OMM vessels 34 that were
provided with falsified Maritime Mobile Service identity numbers and call signs to
change their identity. The case of the Hui Chon (IMO 8405270) in particular
demonstrates the ongoing nature and extent of the complicity of the Maritime
Administration in these actions. In November 2016 the Maritime Administration
allocated a new Maritime Mobile Service identity number to the ship, disguised it as
the Song Phyong 7, and omitted its obligatory IMO number from its Automatic
Identification System data from 13 November 2016 until as recently as 27 May
2017 (see figure X), violating both the resolutions and shipping regulations. 35 In
addition, the vessel was falsely listed in the Maritime Administration database with
the exact characteristics of the Hui Chon (see annex 9) and was provided a complete
set of false documentation. The Song Phyong 7 was subsequently detained
following a Port State Control inspection which revealed documents — dated
October 2016 — all omitting the IMO (International Maritime Organization)
numbers but the details are that of the Hui Chon. Similarly, the declared owner,
operator and international safety manager Songphyong Forwarding Co. Ltd. has not
been registered but can be found on the Maritime Administration database for the
vessel (see annexes 9 and 10).
__________________
29
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Figure X
Activity of the Song Phyong 7, November 2016 and, most recently, May 2017

Source: Marinetraffic.com.

Recommendation
47. In the light of the above, the Panel recommends the Committee designate
the Maritime Administration of the Democratic People’s Republic of Korea for
its long-standing and comprehensive role in sanctions evasion.
Name: Maritime Administration of the Democratic Republic of Korea (in
Korean 조선민주주의인민공화국 국가해사감독국)
A.k.a.: North Korea Maritime Administration Bureau (MAB)
Address: Ryonhwa-2Dong, Central District, Pyongyang, Democratic People’s
Republic of Korea
P.O. Box 416,
Director-General: Mr. Jon Ki Chol
Tel: 850-2-18111 Ext.8059
Fax: 850-2-381 4410
Email: mab@silibank.net.kp
Website: www.ma.gov.kp

VI. Finance
48. The Panel has continued its investigations into the ways financial institutions
and networks of the Democratic People’s Republic of Korea access the international
banking system in violation of the resolutions. Many of the country’s financial
institutions, including designated banks, maintain representatives abroad allowing
them to conduct transactions that facilitate prohibited programmes. Overseas
representatives of the country’s banks evade sanctions through the establishment of
front companies, including companies not registered as financial institutions but
functioning as such. Those bank representatives and designated individuals travel
internationally and exploit residence in foreign countries to undertake commercial
activity contrary to the resolutions. Major financial institutions wittingly and
unwittingly provide correspondent banking services to the country’s front
companies and entities and individuals engaged in prohibited activities. Foreign
17-13447
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companies continue to maintain links to financial institutions of the Democratic
People’s Republic of Korea established as subsidiaries or joint ventures. Foreign
investment in the country’s banks (including joint ventures) provides those banks
with access to funding and to the international financial system. This helps them to
disguise the origin, ownership and control of funds associated with prohibited
activities by allowing the layering and co-mingling of funds involved in prohibited
activities with other funds derived from licit activities. The evasive pr actices of the
Democratic People’s Republic of Korea significantly increase the challenges
associated with implementing United Nations financial sanctions.
Methods used by individuals of the Democratic People’s Republic of Korea
acting on behalf of designated entities
49. Officials and entities of the Democratic People’s Republic of Korea have
engaged in deceptive financial practices, including opening multiple bank accounts
in the same country and in neighbouring countries in their own names, under f amily
members’ names, and in the names of front companies. Examples of other deceptive
financial practices include the country’s diplomatic, commercial and economic
representatives undertaking business activities, including on behalf of designated
entities, from multiple bank accounts. These practices compartmentalize
transactions, exploit international gaps in transaction reporting requirements, and
frustrate efforts to trace illicit activities of the Democratic People’s Republic of
Korea.
50. For example, in its investigation into a team of family members of two
Reconnaissance General Bureau agents and a representative of the Korean United
Development Bank whose assets were frozen by France in 2014, 36 the Panel
established that one of the agents, Kim Su Gwa ng, had opened multiple bank
accounts in Italian financial institutions in his own name, as well as those of his
wife, mother and father (see annexes 11-14). Even though his employment in the
country with a United Nations agency was terminated and his Italian Ministry of
Foreign Affairs identity card rescinded on 17 January 2015, one of Kim’s bank
accounts, held jointly with his wife, has remained open. Another of his accounts
posted numerous transactions between 2011 and 2016, which Italy stated were
mostly concerning Kim’s activities as a “private consumer”. Other accounts have
been dormant. Kim also purchased property in the country which remains in his
name. Further investigations on the case are ongoing. Another European country
confirmed that diplomats of the Democratic People’s Republic of Korea established
bank accounts in the names of family members. That Member State also informed
the Panel that there is “no legal way to learn about accounts of former accredited
diplomats or their family members”. These cases exemplify how illicit networks of
the Democratic People’s Republic of Korea manipulate multiple bank accounts to
heighten the difficulties of detecting their activities. A similar case involved
KOMID officials for which the country’s Embassy in South Africa established an
account in one of their names in a bank in neighbouring Namibia.
51. In another example, Kim Chol Sam (金铁三), the Dalian-based representative
of the designated Daedong Credit Bank, set up at least eight accounts in the Chinese
mainland and Hong Kong financial institutions in his own name and those of
various front companies which were used to undertake millions of dollars of
transactions. Representatives of the designated Korea Daesong Bank established
more than 10 accounts in the Chinese mainland and Hong Kong. Representatives of
__________________
36
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Tanchon Commercial Bank set up over 20 accounts in the Chinese mainland and
Hong Kong and continue to travel internationally, including to the Syrian Arab
Republic.
Methods used by Democratic People’s Republic of Korea banks to circumvent
United Nations financial sanctions
Use of ledger system
52. Records show that Glocom 37 clients were instructed not to directly remit funds
to Pan Systems or International Golden Services accounts, but rather to pay other
accounts in the names of Hong Kong front companies. Through Daedong Credit
Bank, Glocom used accounts in the names of Malaysian and Singaporean front
companies as well as Pan Systems to receive remittances from Ho ng Kong front
companies. Kim Chang Hyok (a.k.a. James Jin or James Kim), representative of Pan
Systems in Malaysia, established multiple accounts in the country in the names of
front companies on behalf of Glocom. In a series of transactions to its supplie rs,
Glocom transferred over $350,000 through at least seven front companies in Hong
Kong in multiple transactions cleared through three New York -based and one Hong
Kong-based bank. Records show that payment for a single invoice was often done
through a series of instalments from multiple front companies, another means of
hiding the identity of the true parties and evading detection by authorities of illegal
conduct. One Singaporean supplier to Glocom employed a business manager from
the Democratic People’s Republic of Korea to “source business” in the country and
provide a $100,000 deposit to the company against which balances were settled in
addition to transactions from front companies, all without having to transact with
the Democratic People’s Republic of Korea (see annex 15). Glocom established a
new website in January 2017 which is still operational (see annexes 16 -19).
53. Daedong Credit Bank also used a ledger system for its operations in China
similar to those used by Korea Kwangsong Banking Corporation and Chinpo
Shipping. 38 This system allowed Daedong Credit Bank representatives abroad to use
accounts in their names or those of front companies — whose names never appeared
in the transactions — to undertake transactions on behalf of entities and banks of
the Democratic People’s Republic of Korea, including designated entities. The
system kept funds in circulation outside of the Democratic People’s Republic of
Korea by using revenues from the country’s commodity sales to replenish Daedong
Credit Bank’s accounts abroad. All of this removed the risks of detection arising
from wire transfers directly from a bank in Pyongyang.

__________________
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The Panel investigated a Glocom shipment of arms and related materiel in July 2016. It is a front
company of the Pyongyang branch of the Singaporean company named Pan Systems Pte. Ltd.,
and uses the Malaysian companies International Golden Services and International Global
System to procure components for its factory in the Democratic People’s Republic of Korea to
export military communication supplies and equipment (see S/2017/150, paras. 72-87 and
232-241).
According to the United States Treasury Department, Dandong Hongxiang Industrial
Development (DHID) employed a ledger system to record transactions with a parallel set of
matching financial records held at DHID and Korea Kwangson Banking Corporation (KKBC),
allowing for KKBC to settle the accounts of its customers from the Democratic People’s
Republic of Korea without transferring money out of DHID host accounts. Court documents from
the Chinpo case in Singapore state that Chinpo was running a similar ledger scheme for entities
of the Democratic People’s Republic of Korea to make payments. See Dandong Hongxiang
indictment (https://www.justice.gov/opa/file/897041/download) and forfeiture complaint.
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Foreign ownership of Democratic People’s Republic of Korea financial institutions
54. The Panel continued to investigate banks of the Democratic People’s Republic
of Korea established, managed or owned by foreign companies including Kumgyo
International Commercial Bank managed by China Inner Mongolia Horizon
International Trade Corporation (中国内蒙古泓元国际贸易有限责任公司); the
First Eastern Bank (东大银行) in Rason owned by Unaforte Hong Kong (香港旺福
特有限公司), with a Yanbian branch (延边旺福特); and the Chinese Commercial
Bank (中华商业银行) in Rason owned by the China Gold Trade Exchange (Dalian)
Co., Ltd. 金贸易货交易（大连）有限公司) and subsequently Junling Holdings (君
领控股). China informed the Panel that the above-mentioned Chinese companies
“do not have business authorization and qualification to establish and operate banks
in the Democratic People’s Republic of Korea”. Given the country’s evasion tactics
where entities do not disclose the true nature of their operations, the Panel
welcomes further information including replies to its enquiries on any measures
taken to terminate these companies’ relationships with financial institutions of the
Democratic People’s Republic of Korea since the adoption of resolution 2270
(2016).
55. With regard to the Panel’s investigation of front companies set up by Kim
Chol Sam, including Hongdae International, Pan Ocean Investment and Win Tal ent
International (HK), China stated that the latter two companies were formally closed
in February 2017 and September 2016 respectively, and that “No bank account
opening or any financial and commercial activities of the two companies in Hong
Kong were found”. 39 Since these front companies were only registered in Hong
Kong while focusing their financial operations on the mainland, this case warrants
further investigations by the authorities.
56. While 30 per cent of Daedong Credit Bank is owned by the desi gnated Korea
Daesong Bank, the remaining foreign equity share was purchased by a Chinese
national, Li Zhengang (李振刚) in 2011 in the name of Dandong Nice Chemicals
Co., Ltd. (丹东奈斯化工有限公司) run by his relative, Li Shengda (李胜达) (see
annexes 20-25). In so doing, he kept it separate from his company selling fuel oil to
the Democratic People’s Republic of Korea, Yueda (HK) International Trading Co.
(see annex 26). Although the sale of fuel oil to the Democratic People’s Republic of
Korea is not sanctioned (apart from aviation and rocket fuel), Yueda International
used Daedong Credit Bank for multiple transfers to its office in Pyongyang and to
shipping agents and also provided loans to Kim Chol Sam’s front company, Dalian
Daxin Electronics (大连大信 电子有限公司). China informed the Panel that “the
registered address of Yueda International Trading Co. Limited belongs to another
secretary service company who claimed that they had never opened bank accounts
or conducted other financial or commercial activities on behalf of Yued a
International Trading Co.”. Similar to the above cases, given that the principal base
of Yueda’s financial activities is the mainland, this case warrants further
investigation by the authorities.
57. The Panel’s investigation of the MKP Group of Companies uncovered a
conglomerate of more than 10 companies (see annexes 27 -28) with links to
Mansudae Overseas Projects, the Reconnaissance General Bureau, OMM and Korea
Kwangson Banking Corporation. One of the MKP subsidiaries, MKP Capital,
specializing in the import of coal from the Democratic People’s Republic of Korea,
undertook business with (and established a telephone line on behalf of) a national of
the Democratic People’s Republic of Korea, Mr. Pak In Su (a.k.a. Daniel Pak),
__________________
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whom the Panel previously investigated for activities in Malaysia on behalf of
OMM while employed by the principal Malaysian company importing coal and
minerals from the Democratic People’s Republic of Korea (see annexes 29 -31). 40
After Pak’s work permit in Malaysia was revoked and he was listed as a “Prohibited
Immigrant” in 2015, he continued to sell coal from the Democratic People’s
Republic of Korea in Malaysia and directed the proceeds to be transferred to a Hong
Kong front company, Nice Field International, which has also been determined to
have undertaken transactions on behalf of Korea Kwangsong Banking Corporation
(see annex 32). 41 Mr. Pak is still residing in Malaysia. Pak holds a Democratic
People’s Republic of Korea diplomatic passport (see annex 33) and had informed
the Panel that he was working for a “Democratic People’s Republic of Korea trading
company”. This case illustrates the interconnectivity between different illicit
networks of the Democratic People’s Republic of Korea and how the country’s
illegal networks operate through foreign companies. The Panel is still awaiting
replies to its enquiries regarding MKP and Edward Han, and is investigating the
travel of Dr. Han and his family members to other South -East Asian countries in
October 2016. 42
Democratic People’s Republic of Korea diplomatic premises used for
commercial purposes
58. The Panel is investigating the leasing of Democratic People’s Republic of
Korea embassy property for commercial purposes in several countries including
Bulgaria, Germany, Poland and Romania. In Germany the “City Hostel Berlin” has
been operating on Democratic People’s Republic of Korea embassy property since
2008 along with a banquet hall, generating €38,000 a month according to open
sources. Following the incorporation of paragraph 18 of resolution 2321 (2016) into
European Union legislation on 27 February 2017, 43 Germany urged the Democratic
People’s Republic of Korea to abide by paragraphs 17 and 18 of the resolution. The
country responded on 21 March 2017 by denying the validity and legitimacy of
resolution 2321 (2016) and all acts based upon it. Germany then informed the
individuals leasing the property of their obligations under both resolution 2321
(2016) and European Union legislation, and on 4 May 2017 made the act of leasing
property of the Democratic People’s Republic of Korea an administrative offense
under its Foreign Trade and Payments Ordinance. Germany continues to pursue the
case.
Lack of appropriate legislative and regulatory framework to implement
financial sanctions
59. The decision by the High Court of Singapore to reverse part of the conviction
of Chinpo Shipping for its role in financing the 2013 Chong Chon Gang arms
shipment shows that even countries with relatively sophisticated export control and
legal systems still need to regularly review their legislation to ensure that it fully
implements the resolutions. While part of the conviction for providing financial
services without a licence was affirmed, the High Court reversed the portion of the
conviction for violating regulations prohibiting the financing of nuclear and
weapons of mass destruction proliferation. While the Chinpo wire transfers had
__________________
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financed the transport of weapons in violation of the arms embargo under
resolutions 1718 (2006) and 1874 (2009), Singapore’s regulations required a
standard of proof that was hard to meet and which the Democratic People’s
Republic of Korea was able to evade using well-known tactics. 44 Further, while the
relevant Singaporean domestic statute had borrowed some of the language from
paragraph 18 of resolution 1874(2009), it did not include the financial obligations in
paragraphs 9 and 10 banning financial transactions related to conventional weapons.
This case demonstrates the importance of Member States ensuring that effective
national legislation is in place with sufficient specificity of all prohibited activities
and regularly updated to fully implement the resolutions. The Panel was informed
that Singapore is studying the High Court’s decision including a review of existing
legislation.
60. As seen in the Chinpo case a major impediment to effective implementation of
financial sanctions by Member States is the lack of appropriate domestic legal and
regulatory frameworks to give effect to the resolutions. According to the Asia Pacific Group on Money Laundering, a majority of Asia-Pacific countries do not
have a legal basis to implement targeted financial sanctions to comply with United
Nations resolutions and less than five have frozen the assets of designated
individuals or entities of the Democratic People’s Republic of Korea pursuant to t he
resolutions. At the request of several Member States, the Panel has provided
technical assistance in the drafting of legislation to implement the targeted financial
sanctions in the resolutions. The Panel also contributed to the drafting of model
legislative provisions that accurately reflect the Security Council’s resolutions and
help to implement them efficiently and effectively.
Payments by designated banks for financial messaging services
61. Following the Panel’s investigation into funds from designated banks for
services from the Society for Worldwide Interbank Financial Telecommunication
(SWIFT), and its findings in its 2017 final report that in the absence of an
exemption from the Committee this constituted a violation of the asset freeze,
Belgium suspended authorization for payments from designated Democratic
People’s Republic of Korea banks for financial messaging services and ancillary
products and services. SWIFT subsequently announced on 8 March 2017 the
suspension of access to its services for the Bank of East Land, Korea Daesong
Bank, and Korea Kwangson Banking Corporation. A week later it blocked access
for the Foreign Trade Bank of the Democratic People’s Republic of Korea,
Kumgang Bank, Koryo Credit Development Bank and North East As ia Bank, which
constituted the remaining undesignated Democratic People’s Republic of Korea
banks with SWIFT access.
Recommendations
62. The Panel reiterates its recommendation that the Security Council
designate Pan Systems Pyongyang for its involvement in sales of arms and
related materiel, adding that Pan Systems Pyongyang has undertaken
transactions with designated entities.

__________________
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Name:

Pan Systems Pte. Ltd. (Pyongyang branch)

A.k.a.:

Glocom; Wonbang Trading Co

Address:

Room 818, Pothonggang Hotel, Ansan-Dong, Pyongchon
district, Pyongyang, Democratic People’s Republic of Korea

Director:

Ryang Su Nyo;

Employees:

Pyon Won Gun, Pae Won Chol, Ri Sin Song, Kim Sung Su, Kim
Chang Hyok (A.k.a. James Jin or James Kim) and Kim Pyong
Chol.

Telephone:

+850-218-111 (ext. 8636).

Website

Glocom-corp.com

Front companies

International Golden Services (M) Sdn Bhd; International Global
System (M) Sdn Bhd

63. The Panel recommends that the Committee add the following information
to the designation for Kim Chol Sam (KPi.035):
Name:

Kim Chol Sam

DOB:

11 March 1971

Passport number

645120378

A.k.a.:

Jin Tiesan 金铁三

Affiliations:

• Overseas Representative, Daedong Credit Bank (2006present)
• Treasurer, Daedong Credit Bank (2003-2006)
• Employee, Korea Daesong Bank (2000-2003)
• Legal Rep/Sole Shareholder/Executive Director, Dalian
Daxin Electronics Co., Ltd (大连大信电子有限公司),
Registration number 210200400023405
• Director, Win Talent International (HK) Limited 俊胜国际
（香港）有限公司 Registration 2085778
• Director, Hongdae Int’l Ltd (HK) Registration number
1283890; Unit 802, 8/F., 99 Hennessy Road, Wanchai, Hong
Kong (Company Secretary: World Trade Enterprises
Consultancy Limited 世贸企业咨询有限公司)

Address:

1106, 20B Gangwan street, Zhongshan district, Dalian, Liaoning
province, 116001辽宁省大连市中山区港湾街20B1106号
116001
Email: 78084681@qq.com

Telephone:

+86 86829042

64. Member States should draft and regularly update their national
legislation and regulations with sufficient specificity and reference to all
activities prohibited by the resolutions including the prohibition for the
Democratic People’s Republic of Korea to utilize diplomatic premises for
commercial activities.
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65. When Member States take measures to limit the number of bank accounts
for Democratic People’s Republic of Korea diplomatic missions pursuant to
paragraph 16 of resolution 2321 (2016), they must ensure that additional
accounts are not established in the names of family members and front
companies, and that bank accounts are closed when a diplomat ends his/her
diplomatic tour in the country. In this regard, Member States should engage
with their national corporate registries for information on companies
registered in the names of Democratic People’s Republic of Korea diplomats
and their spouses, parents, and children.
66. The Panel recommends that the obligation for Member States to take the
necessary measures to close existing branches, subsidiaries and representative
offices of Democratic People’s Republic of Korea banks should include
individuals and entities acting as de facto representative offices.

VII. Sectoral sanctions
67. To monitor exports by the Democratic People’s Republic of Korea of
commodities falling under paragraph 30 of resolution 2270 (2106) and paragraphs
26 and 28 of resolution 2321 (2016), the Panel utilized Member State customs data
as reported to the United Nations Commodity Trade Statistics Database
(UN Comtrade) or obtained through commercial global trade databases. Because the
Democratic People’s Republic of Korea does not provide export or customs data,
the Panel had to rely entirely on mirror statistics provided by States importing the
relevant items from the country.
68. The Panel used the same Harmonized System (HS) classifications as in its
2017 final report 45 as a global frame of reference to monitor the relevant prohibited
mineral imports from the Democratic People’s Republic of Korea (see annex 34 for
that table with technical corrections). For reasons elaborated in its 2017 final report,
the Panel considers prohibited any items made from the listed commodities, as well
as listed minerals in non-concentrated forms including semi-manufactured, alloys,
unwrought, powdered and pulverized. 46
69. For the present report, the Panel has compiled and analysed data available up
to the date of submission of 5 August 2017.
70. During the reporting period, the Democratic People’s Republic of Korea
continued to export prohibited commodities to generate at least $270 million (see
annex 35).

__________________
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46

28/111

S/2017/150, annex 16-1.
Ibid., paras. 258-261.
17-13447

S/2017/742

Imports of commodities with exemptions (coal, iron and iron ore)
Iron and iron and steel products
Table 2
Importing States for iron and steel (HS 72) from the Democratic People’s Republic of Korea,
October 2016-April 2017
(Thousands of United States dollars)
Importing State

October 2016

Barbados
China

November 2016

December 2016

88 083
4 045 880

3 528 523

7 776 268

Total

a

106 468

5 195 531

6 432 072

37 090 896
143 230
10 992

95 819

Indonesia
Ireland
Sri Lanka

5 304 064

a

249 493

b

Pakistan

April 2017

405 448

4 808 558
36 762

March 2017

10 992

El Salvador
India

February 2017

317 365

Costa Rica
France

January 2017

30 453

279 946

220 285

116 990

99 385

27 206

90 441

316 104
216 375

17 280

134 927

1 374 290

2 512 188

3 886 478

194 381

431 307

380 620

363 941

198 740

291 527

5 625 543

6 800 116

8 346 714

5 696 319

5 926 637

5 517 511

1 860 516

Others
Total

6 432 072

44 344 912

Source: UN Comtrade and Global Trade Atlas.
Note: Where the data for the same month differed between the two sources, the Panel generally used the lower of the two figures.
The Panel has written to all relevant Member States requesting additional information.
a
These figures are in United States dollars.
b
Letter from India dated 14 July 2017 (annex 36).

71. The Democratic People’s Republic of Korea exported a total of $44,344,912 of
iron and steel (HS code 72) between October 2016 and April 2017 to the following
countries: Barbados, China, Costa Rica, Egypt, France, El Salvador, India,
Indonesia, Ireland, Pakistan and Sri Lanka. These exports constitute a violation of
paragraph 26 of resolution 2321 (2016) unless an exemption is made under
paragraph 26 (c) for transactions that are determined to be exclusivel y for livelihood
purposes and unrelated to generating revenue for the country’s nuclear or ballistic
missile programmes or other activities prohibited by the resolutions.
72. The Panel sent enquiries to all of the above-mentioned Member States
importing these commodities requesting information on the number of shipments
inspected under paragraph 18 of resolution 2270 (2016), which requires inspections
of all cargo from the Democratic People’s Republic of Korea, and whether the
shipments were considered under the “livelihood” exemption pursuant to paragraph
26 (c) of resolution 2321 (2016) and, if so, what procedures were undertaken by the
companies to import the items and which verification measures were employed by
the authorities to determine whether the revenue generated was exclusively for
livelihood purposes and unrelated to activities prohibited under the resolutions.
Apart from a reply from China stating that its customs authority inspects cargo
transported to and from the Democratic People’s Republic of Korea the Panel did
not receive replies to its other questions from the relevant Member States. Nor were
any notifications regarding iron and iron ore imports received by the Committee or
inspections reported.
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Table 3
Importing States for products of iron and steel (HS 73) from the Democratic People’s Republic of Korea,
October 2016-May 2017
(Thousands of United States dollars)
Importing
State

China

October 2016

November 2016

December 2016

2 855

23 714

2 398

Egypt

January 2017

February 2017

March 2017

15 105

240 a

April 2017

May 2017

Total

16 a

44 328

11 698

11 698

France

29 400

5 067

7 805

India b

52 907

69 196

10 470

Ireland

4 418

Mexico

18 174

15 443

107 754

125 118

42 272
9 748

4 227

146 548
4 418

10 942

11 890

20 690

31 222

56 449

Others
Total

20 673

240 a

–

16 a

305 713

Source: UN Comtrade and Global Trade Atlas.
a
These figures are in United States dollars.
b
See annex 36.

73. The Democratic People’s Republic of Korea exported a total of $305,713 of
products of iron and steel (HS code 73) to China, Egypt, France, India, Ireland and
Mexico between October 2016 and May 2017. These exports constitute a violation
of paragraph 26 of resolution 2321 (2016) unless an exemption is made by the
importing Member State under paragraph 26 (c) of the resolution.
74. With regard to the Panel’s previous reporting of imports in May, June, July a nd
September 2016 under HS code 72 in 2016, Germany indicated to the Panel that, on
3 April 2017, an extensive audit of the importing firm’s compliance with applicable
foreign trade laws and regulations found “a number of cases in which the German
importer acquired ferrosilicon (tariff code 7202 2100) from Asia Metallurgical Co.
Ltd., 21B Infinna Tower, Dalian, People’s Republic of China”. Germany further
stated that, while the evaluation of all business documents was still ongoing, the
auditors had not been able to identify any contracts or direct business relations
between the German importer and Democratic People’s Republic of Korea
companies and, on that basis, “it appears that the importing company did not
(neither intentionally nor by negligence) violate any of the sanctions contained in
relevant Security Council resolutions”. The Panel notes that the indirect export by
the Democratic People’s Republic of Korea of a prohibited commodity is still
evidence of a violation of paragraph 26 of resolution 2321 (2016) and also indicates
possible evasion. The Panel will continue to investigate.
Iron ore
Table 4
Imports of iron ore (HS 2601) from the Democratic People’s Republic of Korea,
December 2016-May 2017
Importing State
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Value (United States dollars)

Quantity (kg)

91 532 383

December 2016

China

5 036 120

January 2017

China

10 770 987

168 266 111

February 2017

China

10 865 501

165 743 540
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Importing State

Value (United States dollars)

Quantity (kg)

March 2017

China

19 153 140

259 477 204

April 2017

China

20 260 043

285 490 000

May 2017

China

13 391 114

233 507 851

79 476 905

1 204 017 089

Total
Source: Global Trade Atlas.

75. The Democratic People’s Republic of Korea exported a total of
$79,476,905 and 1,204,017,089 kg of iron ore (HS code 2601) to China between
December 2016 and May 2017. These exports constitute a violation of paragraph 26
of resolution 2321 (2016) unless an exemption is made under paragraph 26 (c).
Coal
Table 5
Imports of coal (HS 2701) from the Democratic People’s Republic of Korea,
December 2016-May 2017
Month

Importing State

Value (United States dollars)

Quantity (kg)

December 2016

China

168 195 227 a

2 003 972 179 b

January 2017

China

c

1 446 792 636 d

February 2017

China

97 587 359 e

1 231 925 724 f

March 2017

Malaysia

575 219.40 g

6 342 000 h

388 304 244.4

4 689 032 539

121 946 439

April 2017
May 2017
Total

Source: Global Trade Atlas (GTA), Committee website and the Panel.
Note: Minor discrepancies exist between the information Member States reported to the
Committee and the data published by Global Trade Atlas. Table 5 reflects GTA data while the
footnotes reflect the data reported by Member States to the Committee which is also
available from www.un.org/sc/suborg/en/sanctions/1718/procurement -of-dprk-coal-bymember-states.
a
Value according to GTA. Value calculated by the Committee based on average mean price set
by Panel of Experts multiplied by Member State reported volume: $183,890,154.99. See
www.un.org/sc/suborg/en/sanctions/1718/procurement -of-dprk-coal-by-member-states.
b
Volume according to GTA. Volume reported to the Committee for December 2016:
2,001,634.43 tons.
c
Value according to GTA. Value calculated by the Committee based on average mean price set
by Panel of Experts multiplied by Member State reported volume: $126,390,037.84.
d
Volume according to GTA. Volume reported to the Committee for January 2017:
1,441,985.60 tons.
e
Value according to GTA. Value calculated by the Committee based on average mean price set
by Panel of Experts multiplied by Member State reported volume: $104,590,640.00.
f
Volume according to GTA. Volume reported to the Committee for February 2017:
1,232,000.00 tons.
g
Value calculated by the Committee based on average mean price set by Panel of Experts
multiplied by Member State reported volume.
h
Volume reported to the Committee for March 2017 (in tons).

76. According to Global Trade Atlas, the Democratic People’s Republic of Korea
exported 2,003,972,179 kg ($168,195,227) of coal (HS code 2701) to China in
December 2016. According to data reported to the Committee, for the mon th of
17-13447
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December 2016, the country exported 2,001,634.43 tons of coal: based on a mean
price calculated by the Panel of Experts of $91.87 per ton for that month, the
Committee Secretary calculated the value of $183,890,154.99. Therefore, the value
and volume of the export of coal from the Democratic People’s Republic of Korea
in December 2016 exceeded the caps of 1,000,866 tons and $53,495,894 for the
period ending on 31 December 2016 set by paragraph 26 (b) of resolution 2321
(2016) by 200 per cent for volume and 343.75 per cent for value (see annex 37). 47
77. In a letter to the Panel, China stated, “After the adoption of the resolution
2321(2016) by the Security Council, Chinese competent authorities promptly started
to formulate the corresponding implementation system, and timely took relevant
measures. The coal imports from the Democratic People’s Republic of Korea in
December 2016 happened before China took concrete measures to implement
resolution 2321(2016). In February 2017, China suspended coal imports from the
Democratic People’s Republic of Korea for the remainder of 2017.” 48
78. Indeed, the Chinese Ministry of Commerce issued a statement that China
would suspend all coal imports from the Democratic People’s Republic of Korea
starting 19 February 2017 for the rest of the year, which dramatically decreased its
imports of coal from the country in 2017 in comparison with 2016. In January and
February 2017, the Democratic People’s Republic of Korea exported to China
$231,555,897.24 and 2,680.327.60 tons of coal and, in March, it exported to
Malaysia $575,219.40 and 6,342 tons which is 57.76 per cent of the value cap set
for 2017 ($400,870,018) and 35.74 per cent of the volume cap (7,500,000 tons) for
2017. 49 Taking into account the export from the Democratic People’s Republic of
Korea of coal in excess of the caps set for the period ending on 31 December 2016
and adding it to the calculation of the country’s coal export for 2017, the country’s
overall coal export under the caps set in resolution 2321 (2016) at the end of March
2017 reached 90.29 per cent of the 2017 cap for the value and 49.08 per cent for the
volume (see annex 37). This raises the need for Member States to be vigilant to
ensure that the Democratic People’s Republic of Korea does not export additional
coal into different markets to prevent the country from exceeding the caps allotted
by resolution 2321 (2016) for the period from 1 December 2016 to 31 December
2017.
79. Following China’s suspension of the import of coal from the Democratic
People’s Republic of Korea as from 19 February 2017, the country started to
diversify the countries to which it exports coal to include Malaysia and Viet Nam. In
this regard, the Panel sent letters to Malaysia and Viet Nam with information on
multiple coal shipments in February and March 2017 reported by two Member
States as originating in the Democratic People’s Republic of Korea and verified by
the Panel using maritime data. The Panel also wrote to Thailand regarding a
shipment originally destined for that country which upon being refused entry was
subsequently rerouted to Viet Nam. Given its trans -shipment of banned commodities
to Germany in evasion of sanctions, it is likely that the country is also
trans-shipping coal through third countries which might make it difficult to detect.
The Panel has yet to receive replies to all of these enquiries, but t he available data
__________________
47
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According to paragraph 26 (b) of resolution 2321 (2016), total exports to all Member States of
coal originating from the Democratic People’s Republic of Korea shall not exceed the aggregate
of US$ 53,495,894 or 1,000,866 tons, whichever is lower, between 30 November and
31 December 2016.
On 5 April 2016, China’s Ministry of Commerce issued Announcement No. 11 and, on
23 December 2016, it issued Announcement No. 81 to implement the sectoral bans in the
resolutions.
Assuming also that the procurement does not involve designated entities, are only for livelihood
and meet the other conditions set out in paragraphs 26 (b) (i) and (ii).
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indicates that China’s ban on the import of coal from the Democratic People’s
Republic of Korea has led to the country rerouting coal to other Member States in
an effort to generate revenue. The Panel’s investigations reveal that the Demo cratic
People’s Republic of Korea is deliberately using indirect channels to export
prohibited commodities, evading sanctions.
80. The Panel also enquired with the above-mentioned States as to the specific
steps taken to ensure that the shipments of coal met the requirements of paragraph
26 (b) of resolution 2321 (2016) that they involve no individuals or entities
associated with the Democratic People’s Republic of Korea’s prohibited
programmes or any designated individuals or entities or those acting on their behalf
or at their direction, or entities owned or controlled by them, or individuals or
entities assisting in the evasion of sanctions. The Panel also requested of those
Member States that they provide copies of confirmation that the shipments were
exclusively for livelihood purposes of nationals of the Democratic People’s
Republic of Korea and unrelated to generating revenue for the country’s prohibited
programmes or any activities prohibited by the resolutions. No replies to these
enquiries have been received.
Trans-shipment coal exemption 50
81. For the period from 15 March to 20 July 2016, the Russian Federation reported
nine shipments of its coal to China through Rajin to the Committee, and Switzerland
reported one shipment in November 2016. As from 1 August 2016, China and the
Russian Federation agreed that only China would report coal it imported from
Russia via Rajin. Therefore, China reported 53 shipments between 1 August 2016
and 1 August 2017 with an approximate volume of 3,238,000 tons (+/ - 10 per cent
shipping tolerance), 27 of which (approximately 1,272,500 tons +/ - 10 per cent
shipping tolerance) fell within the reporting period of 28 February to 5 August 2017,
showing a significant increase of trans-shipments of coal through Rajin.
Imports of commodities without exemptions
Silver
Table 6
Imports of silver ores and concentrates (HS 261610) from the Democratic
People’s Republic of Korea, December 2016-May 2017
Month

Importing State

Value (United States dollars)

Quantity (kg)

December 2016

China

240 022

402 510

January 2017

China

43 560

109 627

February 2017

China

57 136

128 730

March 2017

China

24 488

61 149

April 2017

China

–

–

–

–

365 206

702 016

May 2017
Total
Source: Global Trade Atlas.

__________________
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Under the coal trans-shipment exemption in paragraph 29 (a) of resolution 2270 (2016) and
under paragraph 26 (a) of resolution 2321(2016) which replaced paragraph 29 (a) of resolution
2270 (2016).
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82. The Democratic People’s Republic of Korea exported a total of $365,206 and
702,016 kg of silver ores and concentrates (HS code 261610) between December
2016 and April 2017 to China in violation of paragraph 28 of resolution 2321 (2016).
Copper and copper ores and concentrates
Table 7
Imports of copper (HS 74) from the Democratic People’s Republic of Korea,
December 2016-March 2017
Month

Importing State

December 2016
January 2017
February 2017

Value (United States dollars)

Quantity (kg)

China

2 302 056

556 584

China

–

–

Sri Lanka

31 051

Sri Lanka

1 133

March 2017
Total

2 334 240

556 584

Source: UN Comtrade and Global Trade Atlas.

83. The Democratic People’s Republic of Korea exported a total of $2,334,240 of
copper, copper ores and concentrates (HS code 74) to China and Sri Lanka between
December 2016 and May 2017 in violation of paragraph 28 of resolution 2321
(2016).
Table 8
Imports of copper ores and concentrates (HS 2603) from the Democratic
People’s Republic of Korea, December 2016-May 2017
Month

Importing State

Value (United States dollars)

Quantity (kg)

December 2016
January 2017

China

3 025 500

6 059 859

China

97 826

500 882

February 2017

China

2 371

44 860

3 125 697

6 605 601

April 2017
May 2017
Total
Source: Global Trade Atlas.

84. The Democratic People’s Republic of Korea exported $3,125,697 and
6,605,601 kg of copper, including copper ores and concentrates (HS code 2603)
between December 2016 and February 2017 to China in violation of paragraph 28 of
resolution 2321 (2016).
Table 9
Imports of zinc and articles thereof (HS 79) from the Democratic People’s
Republic of Korea, December 2016-April 2017
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Month

Importing State

Value (United States dollars)

Quantity (tons)

December 2016
January 2017

China

5 325 661

2 056

India a

526 018
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Month

Importing State

Value (United States dollars)

Quantity (tons)

5 851 679

2 056

February 2017
March 2017
April 2017
Total
Source: UN Comtrade and Global Trade Atlas.
a
See annex 36.

85. The Democratic People’s Republic of Korea exported a total of $5,851,679 of
zinc (HS code 79) between December 2016 and April 2017 to China and India in
violation of paragraph 28 of resolution 2321 (2016).
Table 10
Imports of zinc ore (HS 2608) from the Democratic People’s Republic of Korea,
December 2016-May 2017
Month

Importing State

Value (United States dollars)

Quantity (tons)

December 2016
January 2017

China

4 442 234

10 048

China

65 653

173

February 2017

China

590 469

2 193

March 2017

China

24 575

49

April 2017

China

–

–

May 2017

China

–

–

5 122 931

12 463

Total
Source: Global Trade Atlas.

86. The Democratic People’s Republic of Korea exported a total of $5,122,931
and 12,463 tons of zinc ore (HS code 2608) to China between December 2016 and
March 2017 in violation of paragraph 28 of resolution 2321 (2016).
Table 11
Imports of nickel (HS 75) from the Democratic People’s Republic of Korea,
December 2016-March 2017
Month

Importing State

January 2017

China

Value (United States dollars)

Quantity (metric tons)

42 000

4

Source: Global Trade Atlas.

87. The Democratic People’s Republic of Korea exported a total of $42,000 of
nickel (HS code 75) in January 2017 to China in violation of paragraph 28 of
resolution 2321 (2016).
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Table 12
Imports of gold unwrought, semi-manufactured forms or powder (HS 7108)
from the Democratic People’s Republic of Korea, October 2016
Month

Importing State

October 2016

India a

Value (United States dollars)

Quantity (tons)

215,782

5

Source: UN Comtrade.
a
See annex 36.

88. The Democratic People’s Republic of Korea exported $215,782 worth of gold
(HS code 7108) in October 2016 to India in violation of paragraph 30 of resolution
2270 (2016).
Conclusion
89. In spite of the sectoral bans, the Democratic People’s Republic of Korea
continues to export prohibited minerals, both directly from its territory to importing
States as well as via trans-shipment through other States prior to the shipment
reaching its final destination. Member States which do not implement their
obligation to inspect cargo from the Democratic People’s Republic of Korea under
paragraph 18 of resolution 2270 (2016) facilitate the country’s evasion of the bans.
With regard to the coal restrictions in particular, the Democratic People’s Republic
of Korea is diversifying its export partners. Member States which have imported
coal have not answered the Panel’s request for information on steps taken to ensure
that the conditions set out in paragraph 26 (b) for such import have been met.
Recommendations
90. Member States must effectively implement paragraphs 26 and 28 of
resolution 2321 (2016) and paragraph 30 of resolution 2270 (2016) by ceasing
import of all banned commodities, adhering to the caps established for coal and
ensuring that all the listed conditions are met for coal shipments falling under
the cap. Given the amount of coal already exported from the Democratic
People’s Republic of Korea, Member States should remain vigilant to ensure
that the country’s not allowed to export additional coal into different marke ts
for the period ending on 31 December 2017.
91. Member States should ensure that they do not accept prohibited
commodities from the Democratic People’s Republic of Korea into their
territory via either direct or indirect means through third countries including
by exercising their obligation to inspect cargo under paragraph 18 of resolution
2270 (2016).
92. To implement the commodity bans in the resolutions, Member States
should decide to utilize the classifications in the HS code system elaborated by
the World Customs Organization and contained in annex 34 or to develop their
own harmonized code list of prohibited commodities.
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VIII. Recommendations
A.

Recommendations of the Panel to the Security Council
Recommendation 1
The Panel reiterates that the recommendations made in its previous reports
remain valid and should be reconsidered in the light of additional information it has
gathered.
Recommendation 2
In addition to recalling the Panel’s previous recommendation to designate key
individuals involved in the nuclear and ballistic missile programmes of the
Democratic People’s Republic of Korea, including Ri Pyong Chol, Hong Sung Mu.
Hong Yong Chil, Kim Jong Sik and Kim Rak Gyom, the Panel further recommends
Jon Il Ho and Jong Sung Il for designation given their involvement in the nuclear
and ballistic missile programmes.
Recommendation 3
Given that almost all Democratic People’s Republic of Korea-controlled
vessels are purchased second hand, the Panel recommends that the prohibition in
paragraph 30 of resolution 2321(2016) on the sale, supply or transfer to the
Democratic People’s Republic of Korea of new vessels should be expanded to
include the acquisition of all vessels.
Recommendation 4
The Panel reiterates its recommendation that the Security Council designate
Pan Systems Pyongyang for its involvement in sales of arms and related materiel,
adding that Pan Systems Pyongyang has undertaken transactions with designated
entities.

17-13447

Name:

Pan Systems Pte. Ltd. (Pyongyang branch)

A.k.a.:

Glocom; Wonbang Trading Co

Address:

Room 818, Pothonggang Hotel, Ansan-Dong, Pyongchon
district, Pyongyang, Democratic People’s Republic of Korea

Director:

Ryang Su Nyo;

Employees:

Pyon Won Gun, Pae Won Chol, Ri Sin Song, Kim Sung Su, Kim
Chang Hyok (A.k.a. James Jin or James Kim) and Kim Pyong
Chol.

Telephone:

+850-218-111 (ext. 8636).

Website

Glocom-corp.com

Front companies

International Golden Services (M) Sdn Bhd; International Global
System (M) Sdn Bhd
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B.

Recommendations of the Panel to the Committee
Recommendation 1
The Panel recommends that the Committee update the existing list of
designated individuals and entities as follows:
(a) Korea Daesong General Trading Corporation as an a.k.a. to KPe.042:
A.k.a. “Korea Daesong Trading Company No. 11”
Address: Potonggang District, Pyongyang, Democratic People’s Republic of
Korea
Tel.: +850-2-18111-8208; fax: +850-2-381-4432; email: daesong@starco.net.kp
(b) Korea Kumsan Trading Corporation as an A.k.a. to KPe.044: 51
Address: Haeun 2-dong, Pyogchon District, Pyongyang City/Mangyongdae
District, Pyongyang, Democratic People’s Republic of Korea
Tel.: +850-2-18111-8550; fax: +850-2-381-4410/4416; email: mhs-ip@starco.net.kp
Recommendation 2
The Panel recommends that the Committee designate the Maritime
Administration of the Democratic People’s Republic of Korea for its long -standing
and comprehensive role in sanctions evasion.
Name: Maritime Administration of the Democratic Republic of Korea (in
Korean 조선민주주의인민공화국 국가해사감독국)
A.k.a.: North Korea Maritime Administration Bureau (MAB)
Address: Ryonhwa-2Dong, Central District, Pyongyang, DPRK
P.O. Box 416,
Director-General: Mr. Jon Ki Chol
Tel: 850-2-18111 Ext.8059
Fax: 850-2-381 4410
Email: mab@silibank.net.kp
Website: www.ma.gov.kp
Recommendation 3
The Panel recommends that the Committee add the following information to
the list entry for Kim Chol Sam (KPi.035):
Name:

Kim Chol Sam

DOB:

11 March 1971

Passport number:

645120378

A.k.a.:

Jin Tiesan 金铁三

Affiliations:

• Overseas Representative, Daedong Credit Bank
(2006-present)
• Treasurer, Daedong Credit Bank (2003-2006)
• Employee, Korea Daesong Bank (2000-2003)
• Legal Rep/Sole Shareholder/Executive Director, Dalian
Daxin Electronics Co., Ltd (大连大信电子有限公司),
Registration number 210200400023405

__________________
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• Director, Win Talent International (HK) Limited 俊胜国际
（香港）有限公司 Registration 2085778
• Director, Hongdae Int’l Ltd (HK) Registration number
1283890; Unit 802, 8/F., 99 Hennessy Road, Wanchai, Hong
Kong (Company Secretary: World Trade Enterprises
Consultancy Limited 世贸企业咨询有限公司)

C.

Address:

1106, 20B Gangwan street, Zhongshan district, Dalian, Liaoning
province, 116001辽宁省大连市中山区港湾街20B1106号
116001
Email: 78084681@qq.com

Telephone:

+86 86829042

Recommendations of the Panel to Member States
Recommendation 1
The Panel recommends Member States to incorporate the relevant provisions
of resolutions 1718 (2006), 1874 (2009), 2087 (2013), 2094 (2013), 2270 (2016),
2321 (2016) and 2356 (2017) into their domestic legislation.
Recommendation 2
The Panel recalls and reaffirms its recommendation to Member States on
enhanced vigilance over the export of commercial vehicles that could be converted
for military use.
Recommendation 3
Member States should be vigilant regarding the ownership, management or
operation of Democratic People’s Republic of Korea-flagged vessels by their
nationals, including the use of front companies to circumvent the resolutions. Upon
receiving notification from the Panel of a violation, and where the relevant company
does not cooperate, Member States should take measures to terminate sanctions
evasion (such as striking off companies from their registry) and inform the
Committee.
Recommendation 4
Member States should draft and regularly update their national legislation and
regulations with sufficient specificity and reference to all activities prohibited by
the resolutions including the prohibition for the Democratic People’s Republic of
Korea to utilize diplomatic premises for commercial activities.
Recommendation 5
When Member States take measures to limit the number of bank accounts for
diplomatic missions of the Democratic People’s Republic of Korea in accordance
with paragraph 16 of resolution 2321 (2016), they must ensure that additional
accounts are not established in the names of family members and front companies,
and that bank accounts are closed when a diplomat ends his/her diplomatic tour in
the country. In this regard, Member States should engage with their national
corporate registries for information on companies registered in the names of
diplomats of the Democratic People’s Republic of Korea and their spou ses, parents,
and children.
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Recommendation 6
The Panel recommends that the obligation for Member States to take the
necessary measures to close existing branches, subsidiaries and representative
offices of Democratic People’s Republic of Korea banks should include individuals
and entities acting as de facto representative offices.
Recommendation 7
Member States must effectively implement paragraphs 26 and 28 of resolution
2321 (2016) and paragraph 30 of resolution 2270 (2016) by ceasing import of all
banned commodities, adhering to the caps established for coal and ensuring that all
the listed conditions are met for coal shipments falling under the cap. Given the
amount of coal already exported from the Democratic People’s Republic of Korea,
Member States should remain vigilant to ensure that the country is not allowed to
export additional coal into different markets for the period ending on 31 December
2017.
Recommendation 8
Member States should ensure that they do not accept prohibited commodities
from the Democratic People’s Republic of Korea into their territory via either direct
or indirect means through third countries including by exercising their obligation to
inspect cargo under paragraph 18 of resolution 2270 (2016).
Recommendation 9
To implement the commodity bans in the resolutions, Member States should
decide to utilize the classifications in the HS code syst em elaborated by the World
Customs Organization and contained in annex 34 or to develop their own
harmonized code list of prohibited commodities.
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: Overview of reporting under resolution 2270 (2016) by region

Source: The Panel
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: Member States yet to submit NIR under resolution 2270 (2016)
Africa
1. Algeria
2. Botswana
3. Burkina Faso
4. Cameroon
5. Cabo Verde
6. Central African Republic
7. Chad
8. Congo
9. Côte D'Ivoire
10. Democratic Republic of
the Congo
11. Equatorial Guinea
12. Eritrea
13. Gabon
14. Gambia
15. Ghana (Co-Sponsor)
16. Guinea
17. Guinea Bissau
18. Kenya
19. Lesotho
20. Liberia (Co-Sponsor)
21. Libya
22. Madagascar
23. Malawi
24. Mali
25. Mauritania
26. Morocco
27. Mozambique
28. Niger
29. Nigeria
30. Rwanda
31. Sao Tome and Principe
32. Seychelles
33. Sierra Leone
34. Somalia
35. South n aduS
36. Swaziland
37. Tanzania
38. Togo
39. Zambia
40. Zimbabwe

Americas
41. Antigua and Barbuda
42. Bahamas
43. Barbados
44. Belize
45. Bolivia (SC nonpermanent member 20172018)
46. Cuba
47. Dominica
48. Dominican Republic
49. El Salvador
50. Grenada
51. Guatemala
52. Guyana
53. Haiti
54. Honduras
55. Jamaica
56. Nicaragua
57. Paraguay
58. Saint Kitts and Nevis
59. Saint Lucia
60. Saint Vincent and the
Grenadines
61. Suriname
62. Trinidad and Tobago
Asia
63.
64.
65.
66.
67.
68.
69.
70.
71.

Afghanistan
Bahrain
Bangladesh
Bhutan
Cambodia
Kuwait
Maldives
Myanmar
Nepal

72.
73.
74.
75.
76.
77.
78.
79.

Saudi Arabia
Sri Lanka
Syria
Timor-Leste
Thailand
Turkmenistan
Uzbekistan
Yemen

Europe
80. Bosnia and Herzegovina
81. Croatia (Co-Sponsor)
82. Iceland (Co-Sponsor)
83. Montenegro
84. Republic of Moldova
Oceania
85. Fiji
86. Kiribati
87. Marshall Islands
88. Micronesia
89. Nauru
90. Palau (Co-Sponsor)
91. Papua New Guinea
92. Samoa
93. Solomon Islands
94. Tonga
95. Tuvalu

Source: The Panel
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: Member States yet to submit NIR under resolution 2321 (2016)
Africa
1. Algeria
2. Angola
3. Benin
4. Botswana
5. Burkina Faso
6. Burundi
7. Cameroon
8. Cabo Verde
9. Central African Republic
10. Chad
11. Comoros
12. Congo
13. Côte D'Ivoire
14. Democratic Republic of
the Congo
15. Equatorial Guinea
16. Eritrea
17. Gabon
18. Gambia
19. Ghana
20. Guinea
21. Guinea Bissau
22. Kenya
23. Lesotho
24. Liberia
25. Libya
26. Madagascar
27. Malawi
28. Mali
29. Mauritania
30. Mauritius
31. Morocco (Co-Sponsor)
32. Mozambique
33. Niger
34. Nigeria
35. Rwanda
36. Sao Tome and Principe
37. Seychelles
38. Sierra Leone
39. Somalia
40. South n aduS
41. Sudan
42. Swaziland
43. Tanzania
44. Togo
45. Zambia
46. Zimbabwe

Americas
47. Antigua and Barbuda
48. Bahamas
49. Barbados
50. Belize
51. Bolivia (SC nonpermanent member 20172018)
52. Costa Rica
53. Cuba
54. Dominica
55. Dominican Republic
56. El Salvador
57. Grenada
58. Guatemala
59. Guyana
60. Haiti
61. Honduras
62. Jamaica
63. Nicaragua
64. Paraguay
65. Saint Kitts and Nevis
66. Saint Lucia
67. Saint Vincent and the
Grenadines
68. Suriname
69. Trinidad and Tobago
70. Venezuela
Asia
71.
72.
73.
74.
75.
76.
77.
78.

79.
80.
81.
82.
83.
84.
85.

Afghanistan
Bangladesh
Bhutan
Cambodia
Iran
Iraq
Jordan (Co-Sponsor)
Kazakhstan (SC nonpermanent member 20172018, Co-Sponsor)
Kuwait
Lebanon
Malaysia
Maldives
Myanmar
Nepal
Philippines (Co-Sponsor)

86.
87.
88.
89.
90.
91.
92.

Sri Lanka
Syria
Thailand
Timor-Leste
Turkmenistan
Uzbekistan
Yemen

Europe
93. Austria (Co-Sponsor)
94. Azerbaijan
95. Bosnia and Herzegovina
96. Denmark (Co-Sponsor)
97. Iceland (Co-Sponsor)
98. Ireland (Co-Sponsor)
99. Luxembourg (CoSponsor)
100. Montenegro (Co-Sponsor)
101. Norway (Co-Sponsor)
102. Serbia
Oceania
103. Fiji
104. Kiribati
105. Marshall Islands
106. Micronesia
107. Nauru
108. Palau
109. Papua New Guinea
110. Samoa
111. Solomon Islands
112. Tonga
113. Tuvalu
114. Vanuatu

Source: The Panel
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: Estimations of the Pukguksong-1 and -2 dimensions (in meters)

Source: The Panel
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Facility near Hamhung associated with the production of solid-fuel

Source: The Panel
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: Interpol Red Notices to arrest four DPRK suspects in connection with the VX attack reported by
Malaysia (issued 16 March 2017)

Source: Interpol
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Source: Interpol
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Source: Interpol
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Source: Interpol
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: Eritrea correspondence with the Panel on sanctions violations
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: Extract of China’s correspondence to the Panel of 19 July 2017
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: Extract from the DPRK Maritime Administration website showing the false identity of the Hui
Chon created as the Song Phyong 7

Source: Maritime Administration, DPRK website accessed 20 July 2017 available at
http://ma.gov.kp/index.php?lang=en
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: Falsified documents for the Song Phyong 7 certified by the Maritime Administration

Source: Tokyo MOU Port State Control authorities
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Source: Tokyo MOU Port State Control authorities
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Source: Tokyo MOU Port State Control authorities
**Note: Long Range Identification and Tracking (LRIT) system is a satellite -based, real-time reporting system,
established by the IMO to collect and disseminate vessel position information received from IMO Member
States’ ships subject to the International Convention for the Safety of Life at Sea.
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: Extract of the Official Journal No. 0029 dated 4 February 2014, French Ministry of Economy
and Finance

Source: French Ministry of Economy and Finance Official Journal No. 0029 of 4 February 2014
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Passports and visas of Mr. Kim Sou Kwang (A.k.a Kim Sou-gwang, Son-kwang KIM, KIM Songwang, KIM Su-kwang.
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Copies of Ministry of Foreign Affairs Identity Cards for Mr. Kim Sou Kwang, his wife
and children
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: Attestation of Kim Sou Kwang’s residence in Rome by his employer
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: Information from Singapore company on how it accepts payment from Glocom

Source: The Panel
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: Glocom’s new website established in January 2017

Source: www.glocom-corp.com
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: Information about Glocom from its website
Global Communications Co. (Glocom) was established in 1996. Glocom is a
technology-oriented company who is professional for R&D, manufacture the whole
series of radios and communication equipments, navigation equipments, Battle
Management System(BMS), Command & Control System (C2S) and other
customized equipment for military and para-military organizations, secret service
and security organizations and specially authorized civilian organizations at home
and abroad.
Currently Glocom provides customers with hi-tech voice and data communication
equipment, navigation equipment, IFF interrogators/transponders, air -traffic control
equipment and reconnaissance receivers for soldier, mobile and stationary. Also
Glocom supports the customized system like Ultra-High Speed Parallel
Processors(UHSPP) which is essential tools for Decrytion, DNA analysis and
Weather broadcast and Encryption Development Kits(EDK) for encryption
algorithm development and test. The Battle Management Software(BMS) as well as
complete sets of integrated systems such as a Integrated Tactical Command &
Control System(ITCCS) is also main products from Glocom.
In 1997 Glocom developed GR-200 (at that time PDS-200) VHF ECCM radio that
could be used for Anti-Aircraft Early Warning System(AEWS), and began its serial
production the next year. Since then Glocom has focused on developing various
kinds of HF, VHF and UHF radio communication equipment, which play a pivotal
role in C4ISR systems, as well as integrating various syste ms as required by
customers.
Recently, GR-510 video transmission & control systems for UAV/USV have been
delivered into some customers. Our engineers have deleloped the video compression
technology, DS-SS communication technology for this system.
Many countries defines the role of soldier in battlefield newly, announce the
development plans and accelerate the realization of this plan. Glocom has annouced
GR-610 Encryped Handheld Walkie-Talkie which can be used in police or other
security organization. Also GR-611 Secure Personal Radio (SPR) for soldier in
battlefield has been developed, and this model is favorably commented upon end
users in local and aboard.
So far Glocom has supplied over 20,000 sets of radio communication equipment
for customers at home and abroad.
At the same time Glocom has been developing a variety of applications software
such as an Integrated Tactical Data System (ITDS), a Wireless Gateway System
(WGS), and an Integrated Tactical Command & Control System (ITCCS), with a
view to creating a new Battle Management System (BMS). It has also making active
efforts to develop customized C4ISR systems for individual soldiers, mobile,
airbornes, shipbornes, and stationary. Glocom's engineers have developed digital
map system which was adapted into Real-time Target Management System (RTMS).
Glocom's Integrated Tactical Command & Control System and Early Warning
System for airforce and antin-airforce are hi-technology intensive system, so we are
concentrating on it with main investments.
At the same time, we force on development of mobile system for battlefield
management system, which are excellent for survivality and mobility. These
systems include the reconnaissanse intelligence receiver system, radio system,
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power supply system and others. The requirements from market is very high
nowadays.
By actively promoting the transfer of technology, Glocom has exported to some
countries whole manufacturing plants, which are now turning out products
with the same quality as those produced in the home country.
Recently Glocom has stepped up efforts to improve the quality of it after-sales
service.

Source: http://www.glocom-corp.com/index.php?page=about
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: Glocom products for sale

Source: http://www.glocom-corp.com/index.php?page=products
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: Glocom product catalogues and videos for download

Source: http://www.glocom-corp.com/index.php?page=downloads
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: DCB website announcing sale to Chinese-based corporate entity

Source: http://www.phoenixcommercialventures.eu/feature-tour/daedong-credit-bank/
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: Information on sale of DCB to Chinese “Nice Group”
The Daedong ‘Credit Bank is a joint venture retail bank based in Pyongyang. It was
established in 1995 as “Peregreine Daesong Development Bank”. The Bank
underwent a change of name and foreign ownership in 2000.
Between 2000 and 2011 Daedong Credit Bank was 70% owned and managed by a
company run by professional fund managers. The remaining 30% is held by Korea
Daesong Bank. In 2011 the foreign shareholding in Daedong Credit Bank was sold
to a Chinese based corporate entity, the “Nice Group”.
The foreign-appointed directors on the Board of Daedong Credit Bank have
resigned with immediate effect, and have no further interests (financial or fiduciary)
in the company.
The Daedong Credit Bank is the first, by ten years, foreign majority held bank in the
DPRK.
The bank’s principal function is to offer normal “high street” banking facilities in
hard currency to: foreign companies, joint ventures, international relief agencies and
individuals doing business in the DPRK. The permitted activities of the bank are:
 Foreign currency deposits
 Foreign currency lending
 Settlement of export/import proceeds
 Guarantees
 Trusts
 Foreign exchange
 Credit analysis and consulting
 Foreign currency remittance
 Trading of foreign marketable securities
 Credit cards
 All other services customarily provided by banks operating in international
finance centres
The General Manager and CEO of Daedong Credit Bank was Nigel Cowie, a
director of Phoenix Commercial Ventures Ltd. Nigel Cowie is one of only a small
handful of Western businessmen working in the DPRK with full residence status.
The bank was the only bank in the DPRK with an expatriate manager.
The prime role of the bank is to promote commercial activity by foreign investors in
the DPRK; as such the bank’s main customers consist mainly of foreign companies,
including those with representative offices in the DPRK, and joint ventures.
Daedong Credit Bank is proud to count Phoenix Commercial Ventures Ltd, Hana
Electronics and Sinji Software amongst its customers.
The key strengths of the bank can be summarised as follows:
 The Daedong Credit Bank has an extremely good reputation in the DPRK, and is
the largest of the three foreign invested joint venture banks. It is also the most liquid
of any of the banks in the DPRK
 The Daedong Credit Bank is well known for providing the fastest remittance
service of any of the banks. The
 Daedong Credit Bank has Phoenix Commercial Ventures Ltd as one of its
customers
 The Daedong Credit Bank has pioneered the successful introduction of electronic
banking, and is a member and user of SWIFT
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 The bank has a proven track record of service over its ten years of operation, and
complies with full international audit standards
 The local staff are English speaking, and fully trained in banking operations
 The local staff have an invaluable knowledge, and hands on experience, of local
joint venture procedures, regulations and local ministri es
 The bank is profitable and solvent
The bank has a significantly strong position; in relation to the future economic
development of the DPRK, and it is the oldest established foreign invested
commercial bank in the DPRK. It is the intention of the bank to capitalise on these
advantages. The wealth of experience garnered over the Daedong Credit Bank’s 15
years of successful operation is unrivalled.
Daedong Credit Bank is proud to be the first bank operating the DPRK to announce
that it has a detailed set of written procedures against money laundering. To learn
more, please visit Daedong Anti Money Laundering Policy.
The Daedong Credit Bank address is:
Daedong Credit Bank 401,
Potonggang Hotel Ansan-dong Pyongchon District
Pyongyang DPRK

Source: http://www.phoenixcommercialventures.eu/feature-tour/daedong-credit-bank/
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: Statement of Board of Directors of Daedong Credit Bank on
26 August 2011 regarding sale to Chinese “Nice Group”

The Board of Daedong Credit Bank is pleased to announce that the foreign
shareholding in Daedong Credit Bank has been sold to a Chinese based corporate
entity, the “Nice Group”.
The foreign-appointed directors on the Board of Daedong Credit Bank have
resigned with immediate effect, and have no further interests (financial or fiduciary)
in the company.
About Daedong Credit Bank
Daedong Credit Bank is a joint venture retail bank based in Pyongyang. It was
established in 1995 as “Peregrine Daesong Development Bank”. The Bank
underwent a change of name and foreign ownership in 2000.
The wealth of experience garnered over Daedong Credit Bank’s 16 years of
successful operation is unrivalled.
Daedong Credit Bank was the first, by fifteen years, foreign majority held bank in
the DPRK. DCB is proud to be regarded as a flagship successful joint venture in the
DPRK, and a key part of the infrastructure needed to assist the foreign -invested
joint ventures, which contribute to the country’s economic development.
The bank’s principal function is to offer normal “high street” banking facilities in
hard currency to foreign companies, joint ventures, international relief agencies and
individuals doing legitimate business in the DPRK.
Daedong Credit Bank was the first bank in the DPRK to introduce, and vigorously
implement, a comprehensive set of anti-money laundering procedures. DCB’s antimoney laundering procedure manual was introduced eight years ago, and
subsequently updated based on anti-money laundering guidelines provided by the
Asian Development Bank. The manual has been sent to, and accepted by, DCB’s
international correspondent banks.
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Daedong Credit Bank also maintains strict procedures for the detection and rejection
of counterfeit bank notes; it uses regularly updated note checking machines, and has
personnel with over 15 years of experience of handling notes.
Daedong Credit Bank is strongly positioned in relation to the future economic
development of the DPRK, and, being the oldest established foreign invested
commercial bank in the DPRK, it is the intention of the bank to capitalise on these
advantages.
CONTACT INFORMATION
Daedong Credit Bank office address in Pyongyang is:
Daedong Credit Bank
Suite 401, Potonggang Hotel
Ansan-dong
Pyongchon District
Pyongyang
Democratic People’s Republic of Korea
http://www.daedongcreditbank.com

Source:
http://www.phoenixcommercialventures.eu/foreign-shareholding-indaedong-credit-bank-
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: Foreign ownership history of Daedong Credit Bank
December 1995 DCB was established as a Joint Venture between Peregrine DPRK
Holdings Ltd (a BVI company) and the DPRK Korea Daesong Bank. Korea
Daesong Bank owns 30% and Peregrine 70%. Peregrine goes bankrupt in January
1998.
2000 Peregrine’s liquidator sells the foreign shares in the bank to Oriental
Commerical Holdings (BVI). Korea Daesong Bank owns 30% and Oriental
Commercial Holdings 70%.
July 2011 Sale through an agreement transferring the rights and obligations under
the original Joint Venture agreement from Peregrine DPRK Holdings Ltd to Nice
Group, under an agreement signed by Oriental Commercial Holdings Ltd, and Li
Zhengang李振刚 for Dandong Nice Chemicals Co., Ltd, and countersigned by the
president of Korea Daesong Bank, on 14 July 2011.

17-13447

79/111

S/2017/742

: Information on Dandong Nice Chemicals Co., Ltd 丹东奈斯化工有限公司
Information on this company has been removed from the official Chinese national
business registry because the company registration has been revoked.
 Registration Number: 2106001121643
 Contact Persons:
o
Li Shengda李胜达
o Liu Chuan 刘船52
 Phone Number: 0415-5560229 53
 Address: Outside the East Gate, Kuandian Town, Kuandian Manchu Autonomous
County, Dandong City, Liaoning Province 宽甸满族自治县 宽甸镇东门外54
 Main Business: Chemical additives production and sale, chemical product sales 55

__________________
52

http://m.71p.net/c5566983.html.
http://www.atobo.com.cn/Companys/164/rjro4.html.
54
http://m.71p.net/c5566983.html.
55
http://www.atobo.com.cn/Companys/164/rjro4.html.
53
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Source: http://www.tianyancha.com/company/1034149631
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Source: http://www.tianyancha.com/company/1034149631
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Source: http://www.atobo.com.cn/Companys/164/rjro4.html
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: Dandong Zhongrui Petrochemical Co., Ltd丹东中瑞石油化工有限公司 (Dandong Sino-Swiss
Petrochemical Co., Ltd or Dandong Sinorich Petrochemical Company) Registration
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Information on Dandong Zhongrui Petrochemical Co., Ltd丹东中瑞石油化工有
限公司 (Dandong Sino-Swiss Petrochemical Co., Ltd or Dandong Sinorich
Petrochemical Company) Registration
Li Shengda李胜达and Li Zhengang李振刚 are both shareholders of this company.
Company description: Dandong Sino-Swiss Petrochemical Co., Ltd. is located in
Dandong City, Liaoning Province, with the beautiful scenery of the Yalu River, and
the Democratic People's Republic Korea‘s Sinuju City just across the River. Our
company is a professional import and export company, and is committed to a variety
of chemical products, plastic raw materials, metal mineral products, machinery and
equipment, etc. .. Our products have reliable quality, reasonable prices and high
quality services. We have won the recognition of our customers at home and abroad.
Our company has the permits to package and export hazardous materials and also
has the approval of the Ministry of Commerce to export toluene, acetone, and other
chemicals to North Korea. (See website below).
The company is currently in operation according to the Chinese national business
registry.
 Registration Numbers:
o 91210600761849420K
o 210600004028342
 Legal Representative: Li Xiaomu 李晓牧
 Contact Person: Ms. Wang Wei 王巍 (Administrative Assistant) 56
 Phone Numbers:
o 0415-3117669
o 0415-2309977 57
o 13704250807 58
o +86 864153172977 59
 Fax Numbers:
o 0415-2309955 60
o 0415-2309966 61
 Email Address: 346487860@qq.com
 Addresses:
o No. 64 Riverside Middle Road, 2003 Jiadi Plaza 滨江中路64号佳地广场2003号
o Jiadi Plaza Building B, No. 64 Riverside Middle Road, Zhenxing District 振兴区滨
江中路64号佳地广场B座
o RM2003，JIADI BIDG，NO。64，BINJIANG ROAD，DANDONG，CHINA
 Registered Capital: 3.5 Million Yuan
 Key Personnel:
o Li Shengda 李胜达 – Supervisor
o Li Xiaomu 李晓牧 – Executive director
 Shareholders:
o Li Shengda 李胜达 – 2.15 Million Yuan
o Li Xiaomu 李晓牧 – 150,000 Yuan
o Li Zhengang 李振刚 – 1.2 Million Yuan
__________________
56

http://www.huquan.net/detail/2082461.html.
57
http://www.lndhy.com/qiye/qiye6256.html.
58
http://www.lndhy.com/qiye/qiye6256.html.
59
https://panjiva.com/Dandong-Sinorich-Petrochemical-Co-Ltd/15526761.
60
http://www.lndhy.com/qiye/qiye6256.html.
61
http://www.lndhy.com/qiye/qiye6256.html.
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: Yueda International official documents
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Source: https://www.hkgbusiness.com/en/company/Yueda-International-Trading-Co-Lim
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: Malaysia based MKP-affiliated companies and roles of Han Hun Il / Edward Han
Malaysia-based MKP affiliated companies
Company
name in
corporate
registry (all
documents in
Annex)
MKP Builders

Role(s) of Han Hun Il

Dates

Nature of business

46% shareholder

1996-

MKP
Holdings
MKP
Corporation
MKP Capital

Director and 49% shareholder

MKP Capital
LLC

Director and major shareholder

23 June
1998
26 June
200320 June
20062 March
2012

Buildings development,
building construction and
contractors
Investment business

MKP Sosit

Director and 40% shareholder

17-13447

Director and 45% shareholder
50% shareholder

October
2006

According to MKP Capital:
“To carry on the business
man agreement, consultants
and administrators of
companies and other
corporate bodies
To carry on the business as
holding company and to be
capitalists, investors and any
other business of all
descriptions
To carry on any trade or
business whatsoever which
can, in the opinion of the
company be advantageously
carried on by the company”
From website: IT Business
Network
Security;
Web
Design;
Network
Infrastructure
Planning;
Radio Embedded Device
Encryption;
Mobile
Embedded
Encryption;
Vehicle
Tracking
and
Management System
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MKP
Dynamic
Engineering
(formerly
Nekad AgroFishery)
MKP-WUI
Loong System
Scaffolds
Nekad Ziplem

Shareholder of a single share

31 May
2006

Director (MKP Holdings is
51% shareholder)

17 April
2002 -

Director and 35% shareholder

Unhasu
Restaurant
(formerly
Pyongyang
Restaurant
until 1 April
2011)
Mansudae
Sdn.Bhd.
(dissolved
when MK
builders was
established in
1996)
MKP
Dynamic
MKP Supplies

Director and 50% shareholder

5 July
200331 August
2007

Han Hun Il worked for Korea
Koryo Corporation, which was
49% shareholder of Mansudae
Sdn.Bhd.

6
September
1991

7 July
2007
30
November
2016

Traders of motor accessories,
spare parts and others

Promotion and sale of fine
arts

Export and Import of
Construction Materials
Export and Import of other
General Purpose Machinery
N.E.C.
Wholesale of Tobacco,
Cigar, Cigarettes

Element Flash

6 July
2004
Source: Malaysia Corporate Registry documents and official websites of the companies
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: Contact information for MKP Group of Companies and International
Consortium Bank (ICB)
Name :
CEO:

MKP Group of Companies
Han Hun Il / Edward Han
Yong Kok Yeap, Group Managing Director
Address: Lot 5 Jalan Satu
Kawasan Perusahaan Cheras Jaya
43200 Balakong
Selangor Darul Ehsan
Malaysia
Tel:
603-9076-9678
Fax:
603-9075- 9678
Email:
enquiries@mkpholdings.com.my
Website: http://www.mkpholdings.com.my/index.php

Name:
International Consortium Bank (ICB)
Korean:
하이펀드국제은행련합
AKA/FKA:
Sungri Hi-Fund International Bank, Sungri Economic Group
Hi-Fund International Consortium Bank (ICB)
SWIFT Code: FHIBKPPY
Address:
Sungri Exhibition Hall
Sohong-Dong
Morabong District
Pyongyang
DPRK
Website:
http://www.mkpholdings.com.my/services.ph
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: Invoice for telephone line Boo Chee Seong of MKP Capital established and paid for on behalf
of Pak In Su
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Invoice for telephone line, continued

Source: The Panel
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: Information on Boo Chee Seong (AKA Wagner Boo)
Address: A-1-6 Vista Wira 1
Jalan 4/27 A, Section 2 Wangsa Maju
53300 Kuala Lumpur
Tel: 60 603 907 69678
Mobile: 6017 436 5678
Fax:
60 603 907 58678
Year MKP Capital established: 1993
Reference telephone number used when setting up Pak’s number: 013399 6678
Telephone line set up for Pak: +60192258136)

Source: http://wagnerboo.en.ec21.com
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Boo Chee Seong (AKA Wagner Boo) selling DPRK anthracite
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: Description of MKP Capital

100/111

17-13447

S/2017/742

Source: http://www.tradekey.com/profile_contact/uid/4747656/MKP -CAPITAL-BERHAD.htm
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: Four transactions for sale of DPRK Anthracite by Mr. Pak In Su through Hong Kong front
company “Nice Field International”

Source: The Panel
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Source: The Panel
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: Passport and former business card of Pak In Su (Daniel Pak)

Note: “PS” stands for “Service Passport” issued to the DPRK government officials other than diplomats working
at embassies or trade representative offices.

Name:
A.k.a.:
DPRK passport number:
Date of birth:
Date of issue of passport:
Date of expiry of passport:
Telephone numbers:
Email:
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Mr. Pak In Su
Park in Su :
290221242
23 May 1957
18 June 2010
18 June 2015
+60 1729 28136
+6019 225 8136
ksitcdb@hotmail.com
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: HS Codes recommended by World Customs Organization for resolutions 2270 (2016) and
2321 (2016)
HS Codes
Coal

2701

Iron Ore

2601

Iron
Iron and Steel
products
Gold

Chapter
72
7301-7326
261690
7108
710811
710812
710813

Titanium
Vanadium
Rare Earth
Minerals

710820
2614
2615
2612
2617

2805
2844
Copper

7401-7419
2603

Zinc

7901-7907
2608
7501-7508
2604
2616100
7106,
7107

Nickel
Silver

7114

Silver / gold

Resolutions 2270 and 2321

Coal; briquettes, ovoids and similar
solid fuels manufactured from coal
Iron ores and concentrates, including
roasted iron pyrites
Iron and steel products (7201-7229)

Para 26 of Res. 2321 applies
cap on exports and
conditions for procurements
under the cap. Livelihood
exemption remains for Iron
and Iron ore

Iron and steel products
Gold ores and concentrates
Gold (incl put plated), unwrought,
semi-manufactured forms or powder
Gold Powder, Unwrought
Gold in Other Unwrought Forms
Gold in Other Semi-manufactured
Forms
Monetary Gold
Titanium ores and concentrates
Vanadium ores and concentrates
Uranium or thorium ores and
concentrates [261210 and 261220]
ores and concentrates, [Nesoi code
261790 - Other Ores and
Concentrates]
alkali metals etc, rare-earth metals
etc, mercury
radioactive chemical elements &
isotopes etc
Copper and articles thereof
Copper ores and concentrates

All imports from DPRK
prohibited

Commodities added in para
28 of resolution 2321 (2016)

Zinc and articles thereof
Zinc ores and concentrates
Nickel and articles thereof
Nickel ores and concentrates
Silver ores and concentrates
Silver unwrought or semi
manufactured forms, or in powdered
forms; base metals clad with silver,
not further worked than semimanufactured
articles of goldsmiths or
silversmiths’ wares or parts thereof,
of silver, whether or not plated or
clad with other precious metal
Precious metal ores and concentrates

Combines prohibitions on
gold and silver in resolutions
2270 (2016) and 2231 (2016)
respectively
Source: S/2017/150, Annex 16-1 with technical corrections to HS code description for silver
17-13447

2616

Description
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: Total dollar value for all prohibited commodities exported from DPRK, October 2016 May 2017
(Value = Thousands of United States dollars)
Commodity

Exporting
State

Iron and steel (72)*

DPRK

Iron and steel (73)*

DPRK

Iron ore (HS 2601)*

DPRK

Coal (HS 2701)

DPRK

Silver Ores and concentrates
(HS 261610)
Copper (HS 74)

DPRK

Copper Ores and
concentrates (HS 2603)
Zinc and articles thereof (HS
79)
Zinc ore (2608)

DPRK

Nickel (75)

DPRK

Gold unwrought, semimanufactured, powder form
(7108)

DPRK

DPRK

DPRK
DPRK

Timeframe

Value (USD)

October 2016 –
April 201
October 2016 –
May 2017
December 2016 –
May 2017
December 2016 (over
cap)
December 2016 –
May 2017
December 2016 –
May 2017
December 2016 –
May 2017
December 2016 –
April 2017
December 2016 –
May 2017
December 2016 –
May 2017
October 2016

44,344,912

44,344,912
79,476,905
130,394,260.99
298,560,990
2,334,240
599,456,219.99
5,851,679
1,204,764,118.98
42,000
215,782

Total

$ 271,579,326

Source: Comtrade, GTA and 1718(2006) Committee
* No member states importing these prohibited commodities replied to the Panel’s inquiries on whether
they had determined any of the shipments to be exclusively for livelihood purposes and unrelated to
generating revenue for the DPRK’s nuclear or ballistic missile programmes or other activities prohibited
by the resolutions.
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: Letter from India of 14 July 2017
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Calculation of coal imports value and volume caps for 2017 as per resolution 2321 (2016)

Value reported for each month
(USD)
126,390,037.84
104,590,640.00
575,219.40
231,555,897.2

January 2017
February 2017
March 2017
Total

Volume for each month
(metric tons)
1,441,985.60
1,232,000.00
6,342
2,680.327.60

Value (USD)
231,555,896 / 400,870,018 =
57.76% of 2017 value cap
183,890,154.99
- 53,495,894 =
130,394,260.99 (value amount that
exceeded the Dec 2016 cap by
344%)

Volume (metric tons)
2,680,327.60 / 7,500,000 =
35.74% of 2017 volume cap
2,001,634.43 MT
- 1,000,866 MT =
1,000,768.43 MT (volume amount that
exceeded the Dec 2016 cap by 200%)

Exceeding amount
added to current
2017 levels
(Jan/Feb/Mar)

130,394,260.99
+ 231,555,897.246 =
361,950,158.23

1,000,768.43 MT
+ 2680327.60 MT =
3,681,096.03 MT

2017 percentage of
overall caps reached in
Resolution 2321 when
exceeding 2016
amounts are added

361,950,158.23 are 90.29% of the
2017 cap of 400,870,018

3,681,096.03 MT are
49.08 % of the 2017 cap of 7,500,000
MT

Percentage of
2017 cap
Amount that exceeded
December 2016 cap

Source: Committee website
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